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As mobile devicesbecomeincreasinglypervasive andcommonlyequippedwith short-range

radiocapabilities,we observe that it might bepossibleto build a network basedonly on pair-

wisecontactof users.By usingusermobility asa network transportmechanism,devicescan

intelligently routelatency-insensitive packetsusingpower-ef�cient short-rangeradio. Sucha

network could provide communicationcapabilitywhereno network infrastructureexists, or

extendthe reachof establishedinfrastructure.To collectusermobility data,we ran two user

studiesby giving instrumentedPDA devicesto groupsof studentsto carry for severalweeks.

We evaluateour work by providing empirical datathat suggeststhat it is possibleto make

intelligent routingdecisionsbasedon only pair-wisecontact,without previous knowledgeof

themobility modelor locationinformation.
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Chapter 1

Intr oduction

Mobile deviceshave enjoyed tremendousgrowth in recentyears,andthis trendof growth is

projectedto continue. A signi�cant motivation for the adoptionof thesemobile devices is

easyaccessto wirelessnetwork services.Most mobiledevicestodayeithercomewith built-in

wirelessaccesstechnologiesor haveexpansionoptionsfor addingthiscapability.

Wirelessaccesstechnologiesin mostmobiledevicescanbedividedinto threecategories:

long rangeinfrastructure,shortrangeinfrastructure,andadhoc. Commontechnologiesused

for thesetypesof networksarecellular, WiFi, andBluetooth,respectively. Weconsideradhoc

networkswhereparticipantsaremobile to beMobile Ad Hoc Networks(MANETs). A more

detaileddiscussionof variousradiotechnologiesis coveredin Section2.1.

Mobile devicesdo not rely solelyon long rangeinfrastructurenetworks,suchascellular,

becauseshortrangeinfrastructurenetworkscanprovideadvantagesin termsof speed,cost,and

power ef�ciency. Despiteimprovementsin batterytechnology, pressureto includemorepro-

cessingpowerandfunctionalityinto slimmerform factorscontinuesto placepowerconstraints

on mobiledevices. A constantbalancemustbekeptbetweenproviding functionalityanden-

suringacceptableoperationallife. In particular, radio transmissionis a signi�cant consumer

of power on mobiledevices[53], andthedesignandmanagementof radiooperationremains

an active areaof research.Thoughshort rangeradio canprovide savings in power (shorter

1



CHAPTER 1. INTRODUCTION 2

radio rangeresultsin lesspower use),long rangenetworkscanprovide servicewhenoutside

of hotspotcoveragearea.Thusit canbebene�cial to have multiple layersof connectivity, to

takeadvantageof eachrespectivemedium'sstrengths.

In this thesis,we postulatethat it might be possibleto usemobile ad hoc networking to

provideextendednetwork availability outsideof infrastructurecoverage.Furthermorewepos-

tulate that thereis suf�cient regularity in peoples'contactpatternsto aid in routing through

suchaMANET.

Many previousworkshave suggestedthatpeopleusuallydo not move randomly [31,47],

andasa resulthave regular patternsof meetingpeople. We hypothesizethis may even hold

truebetweenpairsof strangers.For example,it maybeobviousthatJohnmeetsJanefor astaff

meetingevery Mondaymorning. However, it mayalsobe the casethat JohnandDave, who

aretotal strangersto eachother, happento take thesamebusto work every morning.Though

individualsmightnotbeawareof it, theirdaily routinesmaycreatecorrelatedconnectionswith

otherindividuals. If this is thecase,thenit maybepossibleto usepeopleaspacket carriers,

transportingthemfrom onehopto another, until asuitableinfrastructuresystemcanbeused.

Previous researchefforts have looked at trackingmobility to provide locationdrivenser-

vices [56] aswell assupportingdatacollectionanddisseminationapplications.Techniques

rangefrom usinganimalssuchaswhalesandzebras,to trackingpeoples'locationvia trian-

gulation from base-stations[6]. However, location tracking is a complex anddif�cult task.

Thoughtherehave beenmany efforts on locationtracking[12,26,32,51] in general,we ob-

serve that therehave beenfew studiesto collect tracedataof usercontactpatterns.Contact

patternsmaybeeasierto detect,andmightprovidesuf�cient informationfor packet routing.

1.1 Moti vation and Hypothesis

We aremotivatedto explorewhethersocialcontactpatternsbetweenpeoplecanbecombined

with multi-modalradio technologiesto provide improved networking services.Speci�cally,
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we explore thepossibilityof usingdelaytolerantMANETs [35] to supplementinfrastructure

systems.Improvementscanincludeincreasednetwork serviceavailability, by supplementing

availableinfrastructure,or providing lowercostor lowerpowercommunicationmediums.

We hypothesizethat pairwisecontactpatternsbetweenindividualscanprovide suf�cient

informationfor makingroutingdecisionsacrossa delaytolerantMANET.

Finally, wearemotivatedto performourexperimentsusingavailableconsumerelectronics.

Theexperiencewill provide insightsinto the readinessof currentdevicesfor participatingin

cooperativenetworkingenvironments,especiallywith respectto powermanagement.

1.2 Approachand Challenges

Our approachis mainly composedof two separatephases.In the �rst phase,we instrument

datacollectiondevicesandobtainpairwisecontacttraces.In thesecondphase,we usethese

datatracesasinput in severalanalysisandnetwork simulationprogramsto helpcharacterize

thedata.

For the datacollectionphase,we instrumenttwenty popularlyavailablepersonaldigital

assistant(PDA) devices,equippedwith Bluetoothradios. Power managementis the greatest

challengefor impoverishedmobile devices. Most availableconsumerdevicesareunableto

operatecontinuouslyfor a whole day, andregular radio usagesigni�cantly increasespower

demands.Our approachis to startwith a device with goodbatterylongevity, andcarefully

manageradiouse.Overly-aggressiveradiousecanresultin prematurebatterydrain,andrender

the device unableto collect moredatauntil recharged. Conversely, overly-lax radio usecan

resultin many misseddatacollectionopportunities.

Customsoftwarewaswritten for themobiledeviceswhich periodicallyoperatedtheradio

to searchfor othernearbydevices. We useda synchronizedradioprotocolwhich allowedthe

sleeptimesto bemaximizedandtransmissionandlistentimesto bekeptvery short. In order

to minimize radiousageduring theshortradioactivity period,devicesonly brie�y broadcast
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their ID number. Deviceswithin radio rangeof thebroadcastrecordthe ID numberin a data

trace.This providespairwisecontactinformation,but no detailsregardingconnectionquality,

connectionduration,or potentialbandwidth.

We distributedtheseinstrumenteddevicesto individualsto carry for severalweekstime.

Thedatatracewasthencollectedandcharacterizedfor possiblepatterns,trends,andpotential

networkingopportunities.

Theanalysisphasewasdoneof�ine usingthedatatracecollectedfrom thepreviousphase.

Simulationsoftwarewasusedto determinethekindsof patternsandtheoreticalcapacitiesof a

potentialnetwork built on thedatatrace.In particular, we examinedthreeareas:therole each

device playedin the network, in particularits importancein bridgingbetweenotherdevices,

the latency characteristicsof packets routedover a simulatednetwork, and variousrouting

methods.We exploredthreedifferentrouting strategies: epidemicrouting, aggregatefuture

knowledgerouting,andgossiproutelearning.

Thesethreerouting strategiesarechosento characterizethe effectsof replication,future

knowledge,andonline learning. Epidemicpropagationalwaysguaranteesleast-latency from

sourceto destination,but requiresunlimited replication. Aggregatefuture knowledgerout-

ing allowedusto explorereplicationrestriction,but routingbasedon somefutureknowledge.

Finally, we exploreda gossipingprotocolthat allowed the useof restrictedreplicationwhile

requiringno futureknowledge.Unfortunately, our collecteddatatracedoesnot containsuf�-

cientinformationfor testingexistingroutingprotocols.Thereforewechosethesethreegeneral

routingstrategiesto characterizetrendsandupperbounds.

1.3 Contrib ution

We hypothesizethat usershave regular schedules,destinationlocations,and social circles,

which resultin regularandpredictablecontactpatterns.Thesepatternscanbeusedto provide

asupplementaladhocnetworking layerfor delaytolerantpackets.
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This work provides empirical tracedataof contactpatternsfrom individuals. We then

characterizethisdataandthepotentialnetworkingopportunitiesby usingsimulatorsof various

routing methodsand oracleknowledgelevels. This work also provides an accountof our

insightsandexperienceswith developingandinstrumentingdevicesfor thedatacollectionand

deploying themin two userstudies.

Our resultsshow thatdespitethesparsecommunityof volunteers,thereis promisingevi-

dencethatcontactpatternsareregularenoughto providesigni�cant networkingopportunities.

We alsoshow that currentconsumerdevicesarelacking in power managementtechnologies

andAPIs1. It is currentlynot feasibleto provide extensive wirelessnetworking on available

mobiledevicesandexpectbatterylife to lasta full day.

Therestof thisthesisis organizedasfollows. Firstweprovidesomebackgroundonvarious

network systems,routing strategiesin ad hoc networks, andmovementsimulationandtrace

collectioneffortsin Chapter2. Thenin Chapter3 weprovidedetailsonourexperimentalsetup,

thedevice instrumentation,anduserstudies.Chapter4 examinesthedatatracecollectedfrom

the experiments,andshows characteristicsof varioussimulatednetworks usingthe different

routingstrategies.Finally, we closewith a discussionin Chapter5 andconclusionsandfuture

work in Chapter6.

1ApplicationProgrammingInterface



Chapter 2

Background

In this sectionwe startby presenting,in general,the threetypesof radio networks we con-

sider, andthevariousadvantagesanddisadvantagesof eachsystem.Following thatwepresent

somerelatedwork on thethreebroadcategoriesof routingstrategiesthatwe considerfor our

analysis.Finally weprovidesomerelatedworksin mobility simulationandtracegathering.

2.1 Radiosand Networks

Therearetypically threetypesof radionetworksthatareusedwith mobiledevices.Longrange

infrastructure,short-rangeinfrastructure,andadhoc.Abstractlyweconsiderwirelessnetworks

to bea collectionof antennas,capableof two-waycommunication.Eachindependentantenna

canbe considereda node. Concretely, nodescanbe radio towers,satellites,laptops,cellular

phones,etc. Dependingon thesituationbeingexamined,nodescanbegeographicallyplaced

at speci�c locations,randomlyplaced,or evenmobile.

2.1.1 Long RangeInfrastructur e

Long rangeinfrastructuresystems,suchascellular networks, provide fairly comprehensive

networkcoverageandservice.Within urbanandsuburbanareas,cellularnetworksareexpected

6
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tohavereliableandfairly consistentcoverage.With therisingpopularityof cellulartelephones,

it is notuncommonto �nd reliablecoveragein someruralareasaswell.

However, cellular radiosare hinderedby two main limitations. First cellular networks

dependoncomplex infrastructure.For serviceproviders,placingandmaintainingtransmission

towersis acomplex andexpensiveoperation[55]. Despitethebesteffortsof serviceproviders,

“dead spots”, wherethe signal cannotreach,exist. Second,cellular networks work across

regulatedfrequencies.Accessto cellular networks typically requiresubscriptions,anddata

transmissionsarecharged.

Recentproductshave becomeavailableto provide indoorrepeatersandrelaysfor cellular

networks [33,61,66]. Thesedevicescanhelpbridgeservicegapsin many locations,but still

rely on infrastructureandsubscriptionsto serviceproviders. To the bestof our knowledge,

thereis nosystemavailableto provideprivate“mini-cellular” networks,analogousto aprivate

LAN. Due to frequency regulations,it is unlikely suchproductswould becomeavailableto

consumers.

2.1.2 Short RangeInfrastructur e

Short rangeinfrastructuresystems,such as 802.11(WiFi) [68], have enjoyed tremendous

growth in recentyears[64]. They operateat unregulatedfrequenciesandare relatively in-

expensive to obtainandinstall. Locationsservicedby a base-stationareusuallyreferredto as

“hotspots”.Securityandaccessissuesaside,it is easyfor endusersto install base-stationsto

provideservicewhereneeded.

Despitethis ease,hostspotavailability still relieson the installationof base-stations.Be-

causeshortrangeradiosnaturallyhave smallercoverageareas,thechancesof not beingin a

hotspotaregreater. Even within buildings with fairly comprehensive WiFi coverage,signal

strengthandnetwork qualitiescangreatlydiffer betweenvariouslocations[14]. Furthermore,

becausethesesystemsuseunregulatedfrequencies,thereis signi�cant interferencefrom other

devicessuchascompetingwirelesssystems,cordlessphones,andmicrowaves. Thereexist
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someinitiativesto provide comprehensive hotspotcoveragewithin urbancenters[18,57,65].

However, at thetimeof thiswriting, thoseinitiativesarenotyet fully implemented.

A major concernwith short rangeinfrastructureradios is power consumption[11,16].

Thoughbase-stationsare“pluggedin” andhavefew powerconcerns,clientradiosmustbecon-

servative with radio power consumption.The greaterthe coveragedistance,the morepower

is consumedin radio transmissions.Furthermore,asthenumberof devicesin anareagrows,

additionalmediumcontentionandcommunicationoverheadwill increasepowerdemands.

2.1.3 Ad Hoc

Unlike the other infrastructuresystems,ad hoc networks [2, 23,54] have no a priori hierar-

chy (thoughsomeprotocolsallow adhoc formationof hierarchy[9,28]). Thereareno base-

stations– every memberof the network canbe both a client anda router. Assumingthere

arenearbyclients,network availability canbe achievedby connectingthroughvariousother

clients;withoutneedfor infrastructurenearthatlocation.

Sincethereareno �x ed base-stations,providing network availability androuting canbe

a dif�cult challenge.The network mustconstantlycopewith peerfailures,disconnects,and

partitions.Furthermore,in additionto transmittingpacketsbelongingto theclient, eachnode

mustalsotransmitpacketsof otherclientsroutedthroughthem.Thisadditionalnetwork traf�c

canbea signi�cant sourceof additionalpower consumption.Providing a mechanismfor fair

exchangeof resourcesis anareaof muchactive research[4,5,19,22,25,52,63].

2.2 Routing

2.2.1 Epidemic Propagation

Previous works have looked into epidemicalgorithmsfor datapropagation[7] using node

mobility. Epidemicpropagationapproximatelymodelsthe spreadingbehavior of infectious
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diseases.The basicpremiseis that a virus can replicatean unlimited numberof timesand

infectanunlimitednumberof hosts.All hostscanmoveand,with acertainlevel of probability,

makecontactwith otherhosts.Infectedhostswill infecthealthyhosts.Onceahostis infected,

it cannotbere-infectedandnever rids itself of thevirus.

Insteadof grimly modelinginfection,epidemicalgorithmsmodela methodfor dispersing

datathrougha network, whetherto reachall nodesor a speci�c one. Nodesalwaysreplicate

new datato othernodesthey comeinto contactwith, andnodesnever acceptmorethanone

copy of the samepieceof data. Epidemicalgorithmshave the desirablefeatureof always

guaranteeingto �nd the leastlatency pathfrom any sourceto any destination.Unfortunately,

it alsorequiresanassumptionof unboundedstoragespaceandtime.

Many works have usedepidemicalgorithmsto study the effects of mobility in ad hoc

networks. GrossglauserandTse[27] mathematicallyshow that with randomnodemobility,

unlimited storage,andunboundedtime, mobility reducesmediumcontentionand improves

successfulmessagedelivery to the destination. Davis et al. [20] proposesusing wearable

computersfor carrying and forwardingdatabetweeninfrastructurepoints, to bridgehighly

partitionedgroupsof users.

Epidemicalgorithmshave also beenusedfor collectingsensordata. Examplesof such

mobile ad-hocnetworks includeZebraNet[39,46] andSWIM [59] which have beencreated

andphysicallydeployedin realenvironments,usingzebrasandwhalesfor nodes,respectively.

Zhaoet al. [67] usemobility for datadelivery in MANETS, similar to DataMULEs[58]. The

objectiveof theDataMULEsystemis sensordatacollection,andreliesona two tier hierarchy:

sensorsdistributedrandomly, andcollectiondevicesplacedon mobileobjects(city vehicles)

which have a known mobility patterns(buses)or known possiblemobility routes(carson

roads).Zhaoetal. alsobuildsanadhocsensordatacollectionsystem,wherethedeployedde-

vicesareof two separateclasses:immobileandcheapsensors,andmoresophisticatedsensors

which havesomelimited mobility. Thesensorsof limited mobility canadjusttheir positionin

orderto maximizetheir ability to bridgepartitionsof sensors,andto forwarddata.
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Thoughthe motivation for our work is to potentially provide networking, our study of

pairwisecontactdoesnot precludethepossibilityof building a datacollectionsystem.What

distinguishesour work is thatwe have no pre-determinedmobility modelandhave no control

overnodemobility.

2.2.2 DelayTolerant Networks

Jain et al. [35] provides a summaryof delay tolerantnetworks (DTN), and the variousef-

fectsof oraclepower andnodecapacityin copingwith DTNs. Their work providesa general

characterizationof thedifferentclasses,andsummarizesseveraldirectionsfor futureresearch.

In general,they �nd that leastknowledgealgorithmstendto performworsethanalgorithms

with moreknowledge.However, limited additionalknowledgecanstill provide a largeboost

in performance.In this work we examineusingaggregatefuture knowledgeoraclesfor our

�rst-handoff preferencerouting.

Otherworkshave examinedthepossibleusesof DTNs asmiddleware,suchasin [13,62].

The PostMANET systemusesthe postalsystemfor providing internetcontentdelivery by

takingadvantageof largecapacitymassstoragedevices.Thesystemanticipatesandpre-caches

contentrelatedto thecurrentrequestsbeingserviced,allowing PostMANETto hidesomeof

thehigh latency aspectsof thenetwork.

Chenetal. [17] hypothesizesthatmobileuserscanbeclusteredinto groups.Certainmobile

userscanbelongto more thanonecluster, and thuscanbe usedasagentsfor crosscluster

transport.Within clusters,standardadhocprotocolscanbeused.Nodessharedataonrecently

metnodes,whichis usedfor calculatinga“trajectory” for bridgingclustersuntil thedestination

is reached.
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2.2.3 GossipProtocols

Many workshave exploredthe useof gossipprotocolsfor many distributedapplications,for

complexity analysis,coverage,resourcelocation, replicationcoordination,aggregation,and

synchronization[29,36,41].

Goel [24] exploresmethodsfor maintainingview consistency in a distributedandrepli-

cated�lesystem. Gossipingprotocolsareusedfor reconciliationvectormaintenance.Because

not all replicasundergo directcommunication,gossipinginformationis usedfor maintaining

acknowledgmentevenacrossmultipledegreesof separation.

Li etal. [44] exploreamethodfor constraininggossipmessagesto regions,to furtherreduce

theoverheadnecessaryto achieve routing. Their work relieson nodeshaving somepositional

informationaboutdestinationnodes,andforminganelliptical regionof gossipconstraint.Fur-

thermoretheirsimulationstargetMANETs onatwo dimensionalplanewith randomplacement

andmobility. It is not clearhow RegionalGossipwould farein a DTN, potentiallywith peri-

odicallypredictablepatterns.

Thefocusof this work is not theevaluationof advancedroutingandinformationdissemi-

nationprotocols,sowewill only exploretheuseof simpleglobal�ooding gossipalgorithms.

2.3 Mobility: Simulation, Modeling, and Tracing

2.3.1 Simulation and Modeling

Moststudiesof MANETs,whetherfor dataretrieval,distribution,or networking,usesimulated

movementandtheoreticalmobility models[30,34,43,45]. Thoughsomeof thesestudiesgo

to greatlengthsto modelthephysicalandgeographicalmovementof nodes,andto anextent

a taskandobjective baseddestinationselection,they do not capturethe sociologicalaspect

of userbehavior. Campet al. [15] shows that differentmobility modelscanhave signi�cant

impactsonroutingperformance;andthatamodelmostcloselymatchingtheintendedscenario
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shouldbeused.

Otherstudieshavelookedatmodelingsociologicalbehavior, bothfor simulationsandchar-

acterizingtraces. Herrmann[31] usessocial constraintmodelingto characterizesimulation

behavior, ratherthangeographicalconstraints.Themethodconsistsof determiningcliquesfor

nodesthatmakecontact.It is thenassumedthatthesenodesmeetfor speci�c reasons,andthus

ananchorpoint is createdto representaspeci�c meetingtask.Nodesarethenconstrainedsuch

thatthey mustbeableto visit theseanchorswithout time overlap(i.e. nodescannotbeat two

placesatonce).

Insteadof simulatingusermobility, wecollectempiricaldataof usercontactpatterns.Thus

ournetwork analysisandsimulationtoolsuseempiricaltraces,ratherthanarti�cially generated

ones.For future work, we hopethatour empiricaldatacanhelp exploreandverify mobility

simulationmodels.

2.3.2 TraceCollection

A more realistic approachis to obtain tracesfrom a real environmentand usethesetraces

asa model for simulation. Jetcheva et al. [37] useda �eet of city busesasmobile nodesto

obtainmobility tracedata. They thensimulatedpotentiallatency androutingcharacteristics,

assumingvariousradiocoveragemodels,usingthecollecteddata.Our work is uniquein that

weneednotmakeassumptionsaboutradiocoverageor mobility models.Ourradiocoverageis

inherentlycapturedin theradiotechnologyweusein ourexperiments.Unfortunately, because

ourdataonly capturespairwisecontactwith nolocationinformation,it is notpossibleto extend

andapplyour datato variousotherradiocoveragemodels.Furthermore,insteadof knowing

pre-determinedpaths(like thatof city buses),wecollectpairwisecontacttracesof realpeople,

for whomwehavenopredeterminedmobility model.

Kotz et al. [42] provide anextensive studyof largewirelessnetwork environments.Their

work providessupplementalresearchon wirelessactivity andmetricsthatour studydoesnot

address.However, their work focuseson tracesof WiFi clientsinteractingwith basestations.
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Our work expandson their efforts by focusingon detectingusermobility and peer-to-peer

contactpatterns.Insteadof studyinginfrastructure,we aim to studyuserinteractionpatterns,

to potentiallyform asupplementalnetworkingplatformbasedonusermobility andcontact.



Chapter 3

Experiment

We investigatewhetherreal usermobility and opportunisticpair-wise interactionsbetween

userscanbeexploitedto provide datacommunication.Thesecondaryobjectiveof theexperi-

mentis to determinethe“readiness”of currentconsumerproductsfor continuousparticipation

in wirelessnetworks.

Wealsoinvestigatethecharacteristicsof formingpeer-to-peeraswell aspeer-to-infrastructure

networks. Thuswe deploy two typesof instrumenteddevices: mobileandstationary. Mobile

deviceswill be carriedby users,andstationarydeviceswill be hiddenin certainhigh traf�c

locations.It shouldbenotedthatthisdistinctiononly refersto themobility of thedevices.All

devicesareidenticalin capability, capacity, andfunctionality.

Deploying datacollectiondevicesto realusersrequirescarefuldesignconsiderations.The

following sectiondescribesthedesignrequirementsof theexperimentin termsof datacollec-

tion anduserimpact.Wethendescribetheimplementationconcernsanddecisionswith respect

to thedesignrequirements,followedby thedeploymentof theexperimentin two separateuser

studies.

14
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3.1 DesignRequirements

The primary objective of the experimentsis to collect tracedataof pair-wise contact. The

experimentdoesnot strive to transferrealdata,detectconnectionquality, measurebandwidth,

or trackuser1 location.

To addressthe issueof realusermobility, we needto provide userswith an instrumented

device to carry. The instrumentationmustsatisfy threerequirements:thereshouldbe some

motivationfor theuserto carrythedeviceasoftenaspossible,thedatacollectionshouldwork

independentof theuser's activities,andthedeviceshouldlastat leastaneight-hourwork-day.

We provideduserswith a featurefuldevice, to encouragefrequentcarryingof thedevice.

The instrumentationsoftware runs invisibly in the backgroundwith minimal impact on the

usability. Thoughwecouldhaveusedspecializeddevicesdesignedfor thisexperiment,wefelt

thatusingcommoditydeviceshelpshighlight our motivationof networking consumermobile

devicesin interestingways.

Our aim is to detectopportunisticpair-wisecontact,evenwhenusersmight not beaware

of it. Contactcould take placewhile at a meeting,waiting at anelevator, or evenwalking by

anotherparticipant.Usersmaynot beawareof who mayor maynotbea participant,andthey

may not be using their devicesduring that momentof contact. Nevertheless,it is desirable

to recordsuchcontactsinceit presentsa communicationopportunity. It is highly likely that

thesedeviceswill becarriedin pocketsor bagsmostof the time. Thereforewe optedto use

radio,which is omni-directionalanddoesnot requireline-of-sight. Infraredwould bea more

poweref�cient option,but its line-of-sightrequirementandsusceptibilityto interferencefrom

daylightor �orescentlighting make it unviablefor thisexperiment.

Power managementis animportantissuewith mobiledevices.Inadequatepowermanage-

mentcanrenderthe device unusableandprevent it from gatheringdata. Sincemany mobile

devicesrely on disk-lessstorage,anextendedpower outagecanresultin lost userandexper-

1We referto participantsof theuserstudiesasªusersº.
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imentdata. Most userslikely will recharge their device at theendof theday, andmany will

not have opportunityto recharge themmid-day. Requiringusersto recharge the device mid-

daywould bedisruptive to their daily routineandincreasesthe likelinessof thedevice being

forgottenor left behind. To cover a working day, we estimatedthat the devicesshouldlast

at leasteighthours,includingstandardusageaswell asbackgroundradiooperationanddata

gathering.

It shouldbenotedthatsecurityandprivacy arenot issuesasfar astheexperimentis con-

cerned.Devicesdo not track or shareuserinformation,andthe mappingof devicesto users

is kept con�dential. The datausedfor analysisis anonymizedbeforeuse. At this time, we

alsodo not considerthesecurityandprivacy concernsof actuallyimplementinga functioning

network usingthis method.This work is primarily concernedwith determiningwhethersuch

anetwork is feasible.

3.2 Implementation

We choseto usePDA (personaldigital assistant)devices,in particularPalm TungstenT hand-

helds(hereinreferredto asPalm devices)runningthePalm OperatingSystem(PalmOS).Be-

causesuf�cient batterylife is a major concern,the PocketPCplatform, which usually lasts

approximatelytenhoursundernominalusage,wasnotaviableoption.Similarly, dueto power

concerns,we choseto useBluetoothradio insteadof WiFi (WiFi canconsumebetween10 to

50timesmorepowerthanBluetoothin low-usagemodes2 [21]), thoughWiFi is currentlymore

commonlyavailable.TheTungstenT deviceshaveabuilt-in Bluetoothradio,which is slightly

morepoweref�cient thanusinganadd-oncard.They alsocanbeupdatedwith any numberof

availablethird-partyapplications,whichhelpedincreaseits appealto theusers.To gatherdata,

we developeda customPalm application[49,50] to run in the backgroundandperiodically

usetheradioto searchfor otherusers.BecausePalmOSis asingle-threadedevent-drivenplat-

2low usagede®nedas,onaverage,90%of time in sleepmodeand10%in RX andTX.
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10 meters

2 m/s

(a)Walk-By Illustration (b) RadioProtocol

Figure3.1: Walk-byandRadioProtocolDiagrams

form, we usea self-settingalarmtimer to grabbackgroundprocessingtime. Whenthe timer

is triggered,we asynchronouslyoperatethe radio to listen for nearbydevicesandannounce

our presence.Theapplicationthensetsanothertimer andsleeps.For mostapplications,this

techniqueproducednoobservablehindranceto theuserexperience.

The frequency at which the devices announceand listen on their radiosaffects battery

longevity. However, becausewe aim to captureserendipitouscontact,longersleeptimesmay

resultin thedevice missingbrief contacts.We madea best-effort attemptto have theprotocol

capturewhatwecall the“walk-by”, illustratedin Figure3.1(a).Assuminga10-meterantenna

range,andan averagewalking speedof 2 m/s, thereis a 10-secondwindow of opportunity

to detecta userwalking directly pastanotherstationaryuser. We recognizethat this scenario

doesnot fully capturethemany waysin which individualsmove andmake contact,andmay

miss many momentsof pairwisecontact. However, this simply meansour datatraceswill

beconservative. A tighterdetectionmethodwould capturemoredataandwill likely provide

betterresults.

After severalimplementationiterations,wedevelopeda minimal protocol,asillustratedin

Figure3.1(b), to stretchthe batterylife to the target range. At the startof eachuserstudy,



CHAPTER 3. EXPERIMENT 18

all Palm devices are NTP (Network Time Protocol) time synchronizedso that radio usage

canbe minimizedandthe oddsof successfulcommunicationincreased[38]. The Bluetooth

radioon thePalm devicesarehalf-duplex, which requireda schemefor allowing eachdevice

to announcetheir presenceaswell as listen for othernearbydevices. In otherwords,while

transmitting,theradiocannot“hear” otherdevices. At anestablishedtime epoch,all devices

power their radio simultaneously. Eachdevice will then listen on their radiosfor a random

1 to 3 seconds. Immediatelyafter the randomlisten interval, the device will broadcastits

presencefor 3 seconds,followedby anotherrandom1 to 3 secondsof listening. Thedevice

will thenplaceits Bluetoothradio in a low power non-listeningsleepstate,andwait until the

next epochto repeatthecycle. Becausetransmittingis thedominantconsumerof radiopower,

we chosea broadcastinterval which waslong enoughto cover a reasonablerangein the16-

secondperiod,while shortenoughto be power conscious.The listen intervalsarechosento

matchthebroadcastinterval.

The randomizedlisten intervals provide a crudemediumaccessmechanism,while mini-

mizingtheamountof timethattheBluetoothradiomustbepowered.Duringtherandomlisten,

thereis suf�cient overlapsuchthat nodeshave an opportunityto broadcasttheir presenceas

well asdetectthebroadcastsof otherdevices.It is possiblethatapairof devicesmightchoose

thesamerandomintervals(i.e. listenat thesametime,andbroadcastat thesametime,with no

overlap),andthusnot �nd eachother. However, weexpectthis to beuncommon.

We experimentallyfoundthatundernormaluseractivity, a 16-secondperiodfor this pro-

tocol achievesapproximately8 to 10 hoursof batterylife. Thoughthis periodmeanswe fall

shortof catchingthe“walk-by” window, increasingthefrequency resultedin unacceptablesac-

ri�ce in batterylife. Conversely, decreasingthe frequency would likely result in an increase

in missedserendipitouscontact.Becausewe believedtheachievedbatterylife would besuf�-

cient,we did notchancereducingtheprotocol'speriodlength.

Technicalissuesonplatformlimitationsandpowerconservation,which led to usingsucha

conservativeandcarefullymanagedcommunicationprotocol,arediscussedin Section5.2.1.
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3.3 UserStudy

Weconductedtwoseparateuserstudiesfor ourexperiment.Eachstudyinvolvedapproximately

20studentsin total from two separateclassesin differentdepartments:ComputerScience(CS)

andElectricalandComputerEngineering(ECE).

Weacknowledgetheinherentlimitationsin thesizeandselectionof ouruserpool. Twenty

participantsis not a large number, consideringhow the studentscanbe anywhereon or off

campus.At thevery least,they areexpectedto meetonceperweekduringclasstimes,predis-

posingthemto ana priori pattern.Despitetheselimitations, theseinitial userstudieshelped

examinesomeinterestingquestionsregardingthefeasibility of usingusermobility for packet

transport.Do theusersmeetmoreoftenthanjustduringclasstime?Is thereabiasin whichan

intermediatenode3 is mostsuccessfulatdeliveringpacketsto aparticulardestination?Is there

robustnessin thenetwork or is packet transportrelianton a few nodes?Canthis tracedatabe

usedto begin formulatingbetterroutingdecisionsthat resultin moreef�cient network usage

with minimal latency impactscomparedto epidemic?

Our �rst userstudyinvolvedonly graduatestudentsduringtheautumnof 2003andlasted

for two-and-a-halfweeks. Nine studentswere in a CS graduatecourse,eight studentswere

in a graduateECEcourse,andonestudentwasunrelatedto eitherof thosetwo courses.The

seconduserstudyinvolvedonly undergraduatestudentsduring thespringof 2004andlasted

for eightweeks.Tenstudentswerein anundergraduateCSclassandtenin anundergraduate

ECEclass.

In addition,wedeployedthreestationarydevices4 whichwerehiddenthroughoutthecom-

puter sciencebuilding. Thesedevicesare not basestationsand play no specialrole in the

experimentor network. Onecanthink of themasuserswith very little mobility. Thestationary

deviceswereincludedin the studyto help examinethe following questions.If we assumed

thestationarydeviceswerebasestationsor stationarypeople,how oftenwould userspassby

3For this studyweconsiderusersandPalmdevicesto by synonymous,andreferto themasnodes.
4For bothuserstudies,04,05,and09arestationaryPalmm125devices.
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one?Do they play acritical role in distributingpacketsthroughthenetwork? For the�rst user

study, thestationarydeviceswerehiddennearlocationsfrequentedby graduatestudents.For

theseconduserstudy, thedeviceswerehiddennearundergraduatelabs.



Chapter 4

Results& Analysis

In this chapterwe explore thecharacteristicsof thedatatracegatheredfrom theexperiments.

Themotivationis to simulatea network built on top of thetracedata.In otherwords,theem-

pirical tracedatais themobility modelfor theMANET. Westartby examiningtheconnectivity

andreachabilityof thenetwork. Thenwe characterizedifferentroutingprotocols,to examine

thetradeoffs betweenreplicationandlatency, andfutureknowledgeversuson-linelearning.

For exploring networking characteristics,we startwith epidemicpropagation.Epidemic

always �nds the leastlatency pathsfrom sourceto the destination,but requiresunbounded

replication. We usethe epidemicresultsasthe “gold standard”for comparingotherrouting

methodswhich relaxepidemic's replicationandstorageassumptions.

Fromtheepidemicresults,wethenrelaxthereplicationassumptionandlimit to noreplica-

tion. However, we wish to minimizethepotentiallyincreasedpenaltyin latency or successful

deliveryrate.Static�rst handoff preferenceroutingusesaggregatefutureknowledge,utilizing

thebiasinformationfrom theepidemicsimulation,in orderto establisha �x edroutingtable.

While thestatic�rst handoff preferenceroutingallowedusto relaxthereplicationassump-

tion, it requiredfutureknowledge. Thuswe explore routingusinga gossipingprotocol. The

gossipingroutingprotocolis anon-linealgorithm,requiringno futureknowledgeandmakes

no replicationassumptions.

21
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4.1 Connectivity and Reachability

In this section,we examinethe direct contactand reachabilityof the nodes. Reachability

refersto a node's ability to senda packet, via somepathof intermediarynodes,to a selected

destinationnode. The pathtraversedby the packet mustobey the chronologicalorderingof

nodecontactsfoundin thetracedata.

4.1.1 Connectivity

Tables4.1and4.2shows thedirectcontact(adjacency) for eachof thenodesin userstudies1

and2. For any givennode,thetablelists thesetof all nodesdirectlycontactedoverthelifetime

of thedatatrace.Notethat for the�rst userstudy, nodes21 and22 werenot deployeddueto

malfunction.Thereforethey arenot includedin thestudyandomittedfrom theanalysis.

Dueto thesmallsizeof ouruserpopulation,it is notunexpectedthatsomenodescomeinto

contactwith all othernodesat leastonceover thelifetime of thetrace.As theuserpopulation

increases,for exampleif expandedto all workersin anof�ce building, thenumberof adjacent

nodesis expectedto decreaserelativeto theoverallpopulation.In thenext section,weexplore

how adjacency relatesto reachability.

4.1.2 Reachability

Tables4.3 and4.4 show thenumberof othernodesreachablefrom any givennodevia direct

contactor throughintermediatenodes.We calculatedthereachabilityby exhaustiveandcom-

pletesearchover the lifetime of the trace. Thecolumnoriginal shows the reachabilitygiven

the original tracedata,with no �ltering. In no class, we remove all traceswhich take place

15-minutesbefore,during,and15-minutesafterclasstimesfor eachof thenodes.Thecolumn

no stationaryshows the reachabilitywith all entriesinvolving the threestationarynodes1 re-

moved.Thecombinedeffectof removing classtimesandstationarynodesis shown in column

104,05,and09arestationarynodes
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nodelabel adjacentto

01 0307 11 1617

02 0304 05 0709 11 1415 1617 20 23

03 0102 05 0607 11 1415 1617 20

04 0207 11 1415 16 17

05 0203 07 1114 15 1720 23

06 0307 08 1011 12 1314 1516 17 1819

07 0102 03 0405 06 0809 1011 12 1314 15 1617 18 2023

08 0607 09 1012 13 1518 19

09 0207 08 1114 15 1720 23

10 0607 08 1112 13 1418 19

11 0102 03 0405 06 0709 1012 13 1415 16 1718 19 2023

12 0607 08 1011 13 1819

13 0607 08 1011 12 1819

14 0203 04 0506 07 0910 1115 16 1720 23

15 0203 04 0506 07 0809 1114 16 1720 23

16 0102 03 0406 07 1114 1517 20

17 0102 03 0405 06 0709 1114 15 16

18 0607 08 1011 12 1319

19 0608 10 1112 13 18

20 0203 05 0709 11 1415 1623

23 0205 07 0911 14 1520

Table4.1: UserStudy1, Adjacency - Nodes04,05,and09 arestationarynodes
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nodelabel adjacentto

01 06 1014 20 22

02 03 0410 14 1822

03 02 0410 12 1314 22

04 02 0310 12 1314 20 22

05 12 1420 22

06 01 0711 12 1316 19 2122 23

07 06 0815 16 1921 22

08 07 1115 16 1921 22 23

09 22

10 01 0203 04 1213 14 20

11 06 0815 16 1922 23

12 03 0405 06 1014 18 20

13 03 0406 10 1422

14 01 0203 04 0510 12 1318 20

15 07 0811 16 1921 22 23

16 06 0708 11 1519 21 2223

17 20

18 02 1214

19 06 0708 11 1516 21 2223

20 01 0405 10 1214 17

21 06 0708 15 1619 22 23

22 01 0203 04 0506 07 0809 11 1315 1619 21 23

23 06 0811 15 1619 21 22

Table4.2: UserStudy2, Adjacency - Nodes04,05,and09 arestationarynodes
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node original noclass nostationary no class,no stationary only stationary

label 21 nodestotal 21 nodestotal 18nodestotal 18 nodestotal 21 nodestotal

01 20 19 17 16 0

02 20 19 17 16 12

03 20 19 17 16 1

04 20 19 0 0 12

05 20 19 0 0 12

06 20 19 17 16 0

07 19 17 16 14 11

08 20 19 17 16 13

09 20 19 0 0 13

10 20 19 17 16 0

11 20 19 17 16 12

12 20 19 17 16 0

13 20 19 17 16 0

14 20 19 17 16 13

15 20 19 17 16 13

16 20 19 17 16 12

17 20 19 17 16 12

18 20 19 17 16 0

19 20 0 17 0 0

20 19 17 16 14 10

23 19 17 16 14 12

Table4.3: UserStudy1, Reachability- numberof othernodesreachableby multi-hoppaths.

Nodes04,05,and09 arestationarynodes
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node orig noclass no stationarys no class,no stationary only stationary

label 23 nodestotal 23 nodestotal 20nodestotal 20 nodestotal 23 nodestotal

01 21 21 18 18 0

02 19 19 17 16 7

03 19 19 17 17 4

04 19 19 0 0 9

05 20 20 0 0 9

06 21 21 18 18 0

07 21 21 18 17 0

08 21 20 18 16 0

09 20 20 0 0 9

10 19 19 17 17 8

11 21 21 18 17 0

12 21 19 18 17 7

13 21 19 18 16 8

14 19 19 17 17 8

15 21 20 18 16 0

16 21 21 18 17 0

17 20 20 18 18 0

18 17 16 7 6 0

19 21 21 18 17 0

20 20 20 18 18 9

21 21 21 18 17 0

22 21 21 18 17 9

23 21 21 18 17 0

Table4.4: UserStudy2, Reachability- numberof othernodesreachableby multi-hoppaths.

Nodes04,05,and09 arestationarynodes
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no class,no stationary. Finally, only stationaryshows the reachabilityfor an infrastructure

setup,wherenodesonly communicatedwith thestationarynodes1.

Thenoclassandnostationarycolumnsshow thattheconnectivity is not reliantuponclass

time or thethreehiddennodes.We alsoexaminedtheeffectsof independentlyremoving each

of thenodes,in turn,from thetraces,andfoundthatthereis nosigni�cant dropin reachability.

Theseresultssuggestthatnodeshave signi�cant contactandreachabilitybetweenonean-

other, andthat the network doesnot necessarilydependon speci�c “hub” nodesfor connec-

tivity. Instead,therearemultiple redundantpathsavailablefor reachingany particularnode.

Moreover, thissuggeststhereis ameasurableamountof interactionbetweenthedevices,which

maybesuf�cient for networking.

Columnonly stationaryof Tables4.3 and4.4, comparedto columnoriginal, shows the

potentialfor increasedreachabilityif pair-wisecommunicationis utilized. This suggeststhat

therecanbe potentialnetworking gainsif pair-wise communicationis utilized to extendthe

reachof wirelesshot-spots.

Surprisingly, the only stationarycolumnfor the seconduserstudyproducedmuchlower

reachabilitynumbersthanexpected.This might suggestthatnot asmany undergraduatesuti-

lized thelabsasanticipated,or thatthereis a signi�cant impactfrom thepower lossproblems

discussedin Section5.2.

4.2 Epidemic

In this sectionwewill explorethecharacteristicsof thetracedataassuminganepidemicprop-

agationmodel. We developeda softwaresuiteto take our datatracesasinput, andsimulate

epidemicpropagationacrossthetraces.Thusthesimulatoroutputprovidesuswith anabstract

view of apotentialnetwork andits topology. Thesimulatorassumesthatall nodeshavein�nite

amountsof memoryandhave in�nite instantaneousbandwidthwhenradiocontactis made.

In our MANET, nodescanexperiencevery long periodsof disconnectfrom othernodes;
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with disconnecttimesrangingup to sevendays.To capturethis characteristic,we mustselect

a packet generationpolicy which highlights,ratherthanobscures,this long disconnectnature

of thenetwork. An obvious(andsimple)policy mightbeto generatepacketsata �x edrate.

Unfortunately, a constantrategeneratorhastwo importantdrawbacks. First, supposea

nodeexperiencesa long periodof disconnect,much longer thanthe packet generationrate.

During this interval, many packetswill becreated,but queuedat thenode. Supposethenext

contactthis nodemakesis with the intendeddestination,andall of thegeneratedpacketsget

delivered.Whenweexaminethelatency characteristicsof thesepackets,weseea linearcurve

betweenpacket creationtime andlatency to delivery. Of course,this is clearly not the case

– therewasonly onemomentof contact. Thusthe continuousgenerationof packetshid the

latency characteristic.Second,supposea nodemovesquickly througha groupof othernodes,

fasterthanthepacketgenerationrate.During this interval, insuf�cient packetsweregenerated

to capturethechangingnatureof thenetwork at thatmoment.

Thereforewe mustselecta packet generationpolicy thatcapturesthelong disconnectand

changingcharacteristicsof thenetwork. Wedothisby having thenodegeneratepacketsbefore

andaftera changein contact.We de�ne changein contactasfollows: asthe simulatorruns

over thetracedata,it keepstrackof who eachnodelastsaw. Whenever a nodemeetsanother

nodethat is differentfrom the oneit last saw, it will generatenew packets. Two packetsare

generated:onejustbeforethemomentof contact,andonejustafter. By coveringmomentsjust

beforeandjustaftercontact,wecancapture,onaverage,thelatency for packetscreatedatany

arbitrarymoment.At thesametime, thecontactdetectionwill ensurenodesgeneratepackets

whentherearechangesin contact,implying potentiallyusefulmobility.

4.2.1 Capacity

Our primary interestin this investigationis the feasibility of forming a MANET usinguser

mobility. In particularwefocusoureffortsonexploringthecharacteristicsof multi-hoproutes.
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We considereachtransfer, from onenodeto another, asa hop1. Thereforea multi-hop route

is any routeinvolving threeor morenodes.However, it is quitepossiblethata groupof nodes

might becloseenoughtogetherthat their radioshave suf�cient coverageto form a connected

ad-hocnetwork. For example,a groupof threeusersworking at adjacentworkstationscould

form aconnectednetwork. In sucha scenario,evenif packetsweredeliveredfrom oneuserto

anothervia a multi-hoppath,it doesnot utilize usermobility andthusis not of interestto our

study.

To remove theseinteractionsfrom the simulatoroutput,we ignoreany packetsdelivered

(from any nodeto any othernode)with anend-to-endlatency of lessthantwo minutes.This

two minutecut-off is aneducatedguess– we assumethatpacketswhich take morethantwo

minutesto getdeliveredarelikely in�uencedby usermobility.

Becauseepidemicproducesunboundedamountsof replication,thedestinationnodemay

receivemorethanonecopy of any givenpacketoverthelifetime of thesimulation.Wereferto

the�rst copy to arrive(i.e. theonewith leastlatency) asthe�rst arrival. Subsequentduplicates

areignored.Figure4.1 shows thecumulative distribution for all �rst arrivals in theepidemic

simulationof userstudies1 and2. Thesquarebracketsin thelegendshowsthetotalnumberof

successfullydeliveredpackets.Themedianfor the�rst userstudyis two days15 hours(3798

minutes),andthemedianfor theseconduserstudyis � vedays20 hours(8401minutes).

Multi-hop routes(routeswhich have two or morehops)accountedfor approximately84%

of �rst-arrivals for the �rst userstudy, andapproximately77% for the seconduserstudy. A

stackedbar graphshowing thepathlengthdistribution (measuredin numberof hops)of �rst

arrival packets is shown in Figure4.2. The large proportionof packetsdeliveredwith least

latency usingmulti-hoppathsprovidesmotivationfor investigatingmulti-hoprouting.

1If nodesareverticesandpacket transfersbetweennodesareedges,hopcountis equivalentto edgecount.



CHAPTER 4. RESULTS & ANALYSIS 30

 0

 0.2

 0.4

 0.6

 0.8

 1

 1  10  100  1000  10000  100000

C
D

F

time - minutes  (semi-log scale)

user study 1 [358506]
user study 2 [144583]

Figure4.1: CDFof all �rst-arrivalsfor userstudies1 and2

(a)UserStudy1 ± pathlengthdistribution (b) UserStudy2 ± pathlengthdistribution

Figure4.2: Pathlength(hopcount)distributionsfor userstudies1 and2
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4.3 Next Handoff

As aninitial steptoward�nding patternsthatwouldallow ustomakebetterroutingandreplica-

tion decisions,weexaminetheproportionof �rst arrival packetsdeliveredfrom agivensource

to destination,basedon the�rst intermediarynodethesourcehandedthepacket to.

Note that a destinationnodemay receive more than one copy of any given packet due

to replicationin the network. Here we only considerthe �rst arrival of any given packet,

ignoringsubsequentduplicates.Wecall the�rst intermediarynodethe�r st-hand-off node. We

hypothesizeif a largeproportionof thesuccessfulpacketdeliveriesaredoneby asmallnumber

of �rst-hand-off nodes,thenthesourcenodemight beableto achieve high ratesof successful

deliverywhile minimizing thenumberof replicasit sendsinto thenetwork.

Wepicksix pairsof sender-receivernodesfromuserstudy1 toexamine.Fromtheepidemic

output,we selectednodepairswhich have a high level of communicationbetweeneachother.

Thoughthis is a fuzzy metric for choosingpairs,we believe thesepairsreasonablyre�ect the

characteristicsof otherwell-performingpairs.

Threeof thepairsmakedirectcontact,but wereableto sendmany packetsfastervia multi-

hop pathsinsteadof waiting for direct contact. Threeotherpairsnever make direct contact,

andthushadto sendall of theirpacketsvia multi-hoppaths.Thethreepairsof nodesthatmake

directcontactare12 ! 10, 15 ! 02, and18 ! 08. Thepairsthatdo not make directcontact

are08 ! 14, 12 ! 14, and18 ! 15.

Tables4.5 and4.6 show the proportionof multi-hop �rst arrivals from the given source

to destination,basedon the �rst-handoff nodeused.The tablesshow that, for thesenodes,a

largenumberof successfulleast-latency deliveriesto a speci�c destinationweredonevia one

or two �rst-handoff nodes.Notethat thepercentagesdo not re�ect successfuldeliveries–they

re�ect proportionof �rst-arrivals. It is possiblethatall of those�rst-handoff nodesareableto

successfullydeliverall packets– justwith longerlatencies.

Fromtheseresults,we aremotivatedto explore theef�cacy of routingusingtheseprefer-

encesdeterminedaheadof time. Thusinsteadof epidemic,wherepacketsreplicatewithout
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first-handoff node %

18 50.7

08 23.5

11 11.9

13 8.5

06 5.1

19 0.2

(a)12 to 10

first-handoff node %

14 62.9

11 14.3

07 10.8

06 6.0

23 3.9

others 2.2

(b) 15 to 02

first-handoff node %

12 38.4

10 33.6

11 10.9

06 10.7

13 6.2

19 0.2

(c) 18 to 08

Table4.5: UserStudy1, Multi-hop packet delivery proportionby �rst-hand-off node(pairs

thatcanmeetdirectly. i.e. pairswith adjacency)

first-handoff node %

15 54.9

10 27.8

18 9.3

12 7.6

13 0.2

06 0.1

09 0.1

07 0.1

(a)08 to 14

first-handoff node %

08 46.5

18 16.6

11 14.5

10 13.1

13 6.4

06 2.7

19 0.1

07 0.0

(b) 12 to 14

first-handoff node %

08 29.1

11 27.5

12 20.6

10 16.2

06 3.4

13 3.0

19 0.2

07 0.0

(c) 18 to 15

Table4.6: UserStudy1, Multi-hop packet delivery proportionby �rst-hand-off node(pairs

thatnevermeetdirectly. i.e. pairswithoutadjacency)
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bound,we can effectively restrict packet replication,only allowing it to transferto the set

handoff preference.

4.4 Static Preference

In the previous section,we explored the generalcharacteristicsof the traceusingepidemic

propagation.Using aggregatefuture knowledgeprovided by the epidemicsimulatoroutput,

weexploredusingastatic�rst-handoff preferenceroutingprotocol.

To simulatea staticpreferencerouting protocol, the simulatormustuseunicastpackets.

To addressthe issueof who createspackets and to whom thosepackets are addressed,we

randomlypair nodes.Pairingsareassignedasfollows: eachnodechoosesoneothernodeto

sendpacketsto. This choiceremains�x ed for the durationof the simulation. Furthermore,

a nodecannotbe a receiver for morethanoneothernode. Thus,eachnodesendsto exactly

oneothernode,andis a receiver for exactly oneothernode.It is not necessarilythecasethat

sender/receiverpairingsbesymmetrical.

Nodesfollow thesamepacketcreationpolicy asdescribedin Section4.2.Wereferto these

unicastpacketsasping packets.Whena receiver receivesa ping, it will createanotherpacket

to be returnedto the ping sender(this is independentof a node's regular packet generating

behavior), whichwecall anack. Pingandackpacketsaretreatedhomogeneously;weonly use

themto �nd deliverysuccessrateandround-triptimes.

Notethatbecausenodepairingsarerandom,plotsof theresultingcharacteristicscanvary.

Somepairingsarefortunateandproducelow latencies,while otherpairingsmaybemorepes-

simistic. Theresultsshown in this sectionarefor a speci�c pairinginstancewhich providesa

relatively commoncharacteristic;neitheroptimisticnor pessimistic.Several initial simulation

runswereperformedwith variousdifferentpairings,andwefoundthatthegeneralcharacteris-

ticsof thevariouspairingswerequitesimilar. Thoughthissamplingis farfrom comprehensive,

we believe it supportsthe belief that thepairingspresentedin this work capturesthe general
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characteristics.

With the�rst-handoff tablesfrom theprevioussection,weimplementanoderoutingpolicy

whichuses�x edpreferences.Weuseaminimal replicationpolicy, oppositeof epidemic,soat

any point in time thereis only oneinstanceof any givenpacket in thesystem.In otherwords,

packetsarenotreplicated.Nodesroutepacketsby lookingupastaticpreferencetable,indexed

on thepacket's �nal destination.Thusthis routingstrategy is similar to theContactsSummary

Oraclein Jainetal. [35].

Figures4.3and4.4show thepacket latency characteristicsof thesimulation.Theone-way

time only countsping packets– countingackpacketswould furtherbiasprotocolssuccessful

at deliveringping packets.Theepidemicline shows theepidemicresultsfor theselectednode

pairings.Thestaticpreferencessimulatoris labeledas�r st handoff pref. Theotherlines,�xed

gossip, medianpeergossip, andexp.avg. peergossiparefor thegossipingprotocols,andwill

bepresentedin thenext section.Thetotal numberof packetssuccessfullydeliveredis shown

betweenthesquarebracketsin the legend.Becauseepidemicalwaysproducesoptimal least-

latency andsuccessfuldeliveryrate,all othermethodsareshownrelativeto epidemic.Table4.7

showsthetotalnumberof pingandackpacketscreatedoverthelife of thesimulation,including

packets which were not successfullydelivered. Becauseping packets are createdbasedon

contactpatternsindependentof routingprotocol,all ping packet creationcountsareidentical.

However, ackpacket creationdependsonsuccessfulpingpacketdelivery, andhencevaries.

We can seethat epidemicoutperformedthe static preferencemethod,which is not sur-

prising consideringthe signi�cant advantagein replicationepidemicenjoys. Becausestatic

preferenceswas lesssuccessfulat delivering packets (speci�cally ping packets), it also re-

sultedin fewer ackpacketsbeingcreated.This alsocontributesto thelargedisparitybetween

thetotal countof packetsbetweenthetwo differentmethods.However, consideringthatstatic

preferencerouting delivered70% asmany ping packetsasepidemic,with a medianlatency

of four daysversusepidemic's two days,usingonly 1=20th asmany packets,we believe this

routingmethodfaredverywell.
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Figure4.3: CDF of one-waypacket latency
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userstudy1 total pingpacketscreated total ackpacketscreated

epidemic 24228 21429

�rst handoff pref 24228 15274

medianpeergossip 24228 9033

exp.avg. peergossip 24228 9805

�x edgossip 24228 11467

userstudy2 total pingpacketscreated total ackpacketscreated

epidemic 12062 8116

�rst handoff pref 12062 4856

medianpeergossip 12062 3597

exp.avg. peergossip 12062 4512

�x edgossip 12062 5379

Table 4.7: Table of total ping and ack packets created. Includesall packets created,both

successfullyandunsuccessfullydelivered.
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4.5 Gossip

Unfortunately, statichandoff preferencesrequiresaggregatefutureknowledge,andcannotcope

with change.In this section,we will exploretheuseof gossipingalgorithmsto learnnetwork

patternsandroutingpathsatruntime.Becauseof thelongdisconnectednatureof thenetworks,

existing network routingprotocolsareinsuf�cient. Existingadhocprotocols,bothpro-active

(e.g. DSDV2 [48]) andreactive (e.g. DSR3 [10]), route for connectedsubgraphs,and thus

fail againsta DTN [35]. Extensionscanbecreatedto improve thesealgorithmsfor DTNs,by

trackingtimevaryingconnectionpatternsandstabilitymetrics.However, suchextensionsand

methodsfor distributingsuchinformationarestill relatively unexplored.

We exploreusinga gossipingalgorithmfor distributing network statebeliefs. The belief

information includesa cumulative nodeconnectivity graph,with time varying information

for eachedge. In gossipingalgorithms,nodesexchangemetadatainformationwhich allows

themto learnanddisseminateknowledgeregardingthestateof thenetwork. Thoughthereis

someoverheadin thegossipexchange,this knowledgeallows nodesto make moreinformed

decisionsfor packet routingandrespondingto network change.

4.5.1 Setup

We wish to examinethe effectivenessof using a gossipingprotocol to establishsuggested

routingpaths.The timeswhennodesmake contactareconstrainedby our datatrace. Nodes

pingandackin thesamemannerasdescribedin Section4.4.

In general,our gossipingprotocolworksasfollows. Whennodesmake pairwisecontact,

they exchangegossipinginformationaspart of the communicationhandshake. This gossip

informationcontainshints andbeliefsregardingthe stateof the network. Nodesthenapply

this informationto forwardingpackets.

2Destination-SequencedDistanceVector
3DynamicSourceRouting
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In the following sectionswe de�ne the termsanddata-structures,followedby a brief de-

scriptionof the algorithm. We thenshow the simulationresultsof thegossipingprotocol,in

termsof latency ranking,gossipcontents,andgossipconvergencerate.

4.5.2 De�nitions and Data Structures

First we will describethe datastructureskept by nodesfor the purposeof performingthe

pairwisegossipingprotocol.Wewill alsode�ne thetermsusedto describethealgorithm.

For any given packet, we will refer to the originatingnodeasthe source, the designated

receiver asdestination, andall othernodesthathelpto transportthepacket asintermediaries.

Duringcontactbetweenany pairof nodes,wewill referto thenodethatcurrentlyholdsagiven

packetasthesender, andthenodethatmightpotentiallyreceiveit asthereceiver. Sendernodes

mayalsoreferto thereceivernodeasahandoff.

Eachnodemaintainsa weightedgraphof whatthey believe to bethestateof thenetwork.

We will referto this graphastheHint Graph. Thehint graphis anundirectedgraphwith ver-

ticesrepresentingnodesandedgesrepresentingdirectcontactsbetweennodes.Edgescontain

a versionnumberandlatency data. Uponpairwisecontact,nodesexchangehint graphinfor-

mationandupdatetheir beliefsaspartof thehandshakingprocess.Nodesthenusetheir hint

graphto determinewhich, if any, packetsto exchange.

4.5.3 Algorithm

We will now introducethealgorithmfor our gossipingprotocol. Sourceswill only sendindi-

vidual packetsonce,andintermediarieswill only forward packetsonce. Thusat any time in

thenetwork, therewill beonly oneinstanceof any givenpacket. For now, we assumethereis

no packet loss.

Whennodepairs comeinto peercontact,they both executea handshake protocolas il-

lustratedin Figure 4.5. Nodesmaintaina hint graph,whereeachlink maintainswhatever
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1: def HANDSHAKE(NODE self, NODE peer)

2: # updateour beliefof contactwith peer

3: self.hintgraph.addEdgeIfNotExist(self, peer)

4: edge= self.hintgraph[self,peer]

5: edge.addContactTime(now())

6: edge.version++

7: # nowfor all otherhint information

8: for eachedgein peer.hintgraphdo

9: self.hintgraph.addEdgeIfNotExist(edge.v1, edge.v2)

10: # acceptdataiff newer version

11: if self.hintgraph[edge.v1,edge.v2].version > edge.versionthen

12: # copyversionnumberandexpectedlatency

13: self.hintgraph[edge.v1,edge.v2].version = edge.version

14: self.hintgraph[edge.v1,edge.v2].latency = edge.latency

Figure4.5: HandshakeAlgorithm
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1: def FORWARDING(self,peer)

2: for eachpacket in queuedo

3: path= findPath(self,packet.destination)

4: # path[0] will beself.

5: preference= path[1]

6: if preference== peerthen # bingo! sendit away

7: xmitToNode(peer, packet)

Figure4.6: ForwardingAlgorithm

timestampor interval informationnecessaryto infer edgelatency. We explore two methods

for trackinglatency: medianlatency andweightedexponentialaveraging.For medianlatency,

a full histogramof all contactintervalsmustbemaintainedsothata medianvaluecanbese-

lected.For exponentialweightedaveraging,only therunningaveragevalueneedsto bekept.

However, for both medianandexponentialaveragemethods,peersneedonly gossipthe ex-

pectedlatency value;thusfor medianlatency theentirehistogramdoesnotneedto becopied.

Nodesareonly allowedto updateedgesfor which they area vertex. Thusnodescanonly

recordwhat they directly observe, and can only gossipwhat they have beentold. In lines

5 and6 in Figure4.5,nodesrecordtheir directobservationandincrementtheversionnumber.

ThefunctionaddContactTime() performswhatevercomputationis necessaryto maintain

latency information.Thenin lines8 to 14,edgeinformationis copiedfrom thecontactednode,

but only if theversionnumberis greater. Becauseedgevaluescanonly beupdatedby direct

observation, we never have updatecon�icts, andonly needto gossipversionandexpected

latency values.

Oncehandshakinghascompleted,the two nodeswill examinetheir packet queuesto de-

terminewhich, if any, packets to forward to this peer. Figure4.6 illustratesthe forwarding

algorithm. For every packet in the queue,the findPath algorithm(which is simply Dijk-

stra's shortestpathalgorithm)determineswhatit believesto bethebestpathfor thepacket to

take. If the currentnodein contactis on the bestpath, thenthe packet is forwarded. Thus,
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nodesforward to thebesthandoff node,asdeterminedby their hint graphsearchresult. The

hopeis that subsequenthandoff nodeswill have consistenthinting information, so that the

packetwill ef�ciently make its way to thedestination.

4.5.4 Pairwise GossipResults

Herewe presentthe resultsfor the gossipprotocolbasedrouting. To maintainconsistency

with previoussimulations,werandomlypairnodesassourcesanddestinations,usingthesame

pairingsasbefore.

To exploretheeffectivenessof gossipbasedrouting,weusethreedifferenthint graphmet-

rics: median, exponentialweightedaverage, and�xed. Medianlatency hint graphsmaintaina

full histogramof latency intervalsandselectsthemedianvalueastheedgeweight. Exponen-

tially weightedaveragelatency needsonly to maintainthe currentlatency value,andadjusts

it with eachnew interval value. Finally, �x ed appliesa precomputedhint graphusingfuture

knowledge,similar to staticpreferencerouting in theprevioussection.However, while static

preferenceroutingusesaggregatefutureknowledgeonhandoff packetdeliverybias,�x edhint

graphsuseaggregatefutureknowledgeonpairwisecontactintervals.

Medianandexponentiallyweightedaveragehint graphsare “online” algorithms. These

hint graphsstart with zero knowledge,and must learn the network stateas the simulation

progresses.We expectthemedianlatency hint graphto bemoresensitive to change,while the

exponentialaveragelatency hint graphto bemorestableandadjustsgraduallyto longertrends.

Over thecourseof thesimulation,the hint graphsarefree to changeasthealgorithmdeems

necessary.

Fixedhint graphsareprecomputedusingaggregatefutureknowledge,assignedto all of the

nodesat thestartof thesimulation,andwill not change.The�x edhint graphis computedas

follows: thedatatraceis scannedandmedianandmeanvaluesarekeptfor thecontactintervals

betweenall pairingsof nodes. At the endof the scan,for eachpair, the medianandmean

latency valuesareaveragedtogetherandusedastheedge's expectedlatency valueconnecting
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that pair of nodes. Using the �x ed hint graphallows us to explore two distinct factorsfor

evaluatingtheeffectivenessof themedianandaveragehint graphs:whether“warm-up”timeis

alimiting factorin theonlinealgorithms,andwhethernodesreachsuf�cient relativeconsensus

regardingnetwork stateto routeeffectively.

Referringbackto �gures 4.3and4.4,we canseethatall of thegossipingmethodsarerel-

atively comparableto eachother. Theexponentialaveragingandmedianselectionhint graphs

convergecloseto theprecomputedhint-graph,suggestingthatbothmethodscanperformwell

with extratweaking.Furthermore,thegossipingalgorithmsdeliverpacketswith latency curves

comparableto �rst-handoff. This suggeststhatgossipcanin fact learnandtake advantageof

goodpathsby relyingon pastbehavior.

4.5.5 Incr easedTraceData

Dueto theshortlengthof thetracedata,thegossipprotocolsmight not havesuf�cient time to

takeadvantageof thelatency informationthey have learned.Therefore,weexpandourdataset

by repeatingit sixteentimes. Grantedthis introducesarti�cial regularity into the resulting

trace,but we believe the regularity is a reasonableassumptionbasedon theevaluationof the

originaldatatrace.

Thetracedatais expandedby concatenatingmultiple copiesof theoriginal tracetogether,

with thedatesof eachsubsequentcopy adjusted.Wehypothesizethatusershaveregularcontact

patternsbasedonthetimeanddayof theweek.Thereforewith everyrepeatof thedataset,we

shift thetimestampssuchthatthetimeanddayof theweekis preserved.

We will now revisit the variouscharacteristicsof the trace,underthe repeateddataset.

Becausewe do not introducenew nodesor contactpatternsin therepeatcopies,connectivity

andreachabilitycharactersareunchanged.Furthermore,epidemicpropagationcharacteristics

areunchangedbecausetherepeatsposenoextraadvantageor change.Sincestatic�rst-handoff

preferencesaresetby aggregatefuture knowledge,we expect it to continuebeingrelatively

successful.What we would like to seeis whetherthe gossipingalgorithmcanimprove with
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Figure4.7: CDFof packetone-wayandround-triplatency usingrepeatedtrace

time,andapproachthestaticpreferenceperformanceovertime(especiallyaftersomewarm-up

period).

Figure4.7 shows the performanceof the differentrouting algorithmsagain,over the re-
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peateddataset. Precomputedhint graphsare shown by �xed gossip, medianlatency edge

weight hint graphsareshown by medianpeergossip, andexponentialweightedaveragela-

tency edgehint graphsareshown by exp.avg. peergossip.

We canseethatall of thegossipingalgorithmsperformedwith similarsuccessandlatency

characteristics.Thegossipingalgorithmshave anexpectedmedianlatency of approximately

oneweek,comparedto epidemic's expectedmedianlatency of threedays. Consideringthe

signi�cantly reduced(1=20th ) replicationassumptioncomparedto epidemic,andno needfor

futureknowledge,we areencouragedthat theonlinegossipingalgorithmscanbepractical.It

is dif�cult to comparethe relative strengthsof thedifferentroutingprotocolsbasedon small

differencesin totalpacketdelivers.In Section5.2.1,wediscussthelimitationsof our idealized

simulationassumptions.

4.5.6 Resultsfor a Speci�c Pair

Theresultsshown thusfarhavebeencumulativefor all nodes.To geta feel for thecharacteris-

tics of a speci�c sourceto a speci�c destination,we show theroutingresultsfor sendingfrom

node15 to node02. Recallthatthis pair wasoneof thepairingsexaminedin the�rst handoff

analysisin Section4.3.

Figure4.8 shows the ping andack characteristicsfor packetsbetweennodes15 and02,

usingtherepeatedtracedata.Notethatthetotalnumberof pingpacketsasseenin Figure4.8(a)

is often smallerthan the total numberof ping+ackpacketsshown in Figure4.8(b). This is

because,asdescribedin Section4.2.1,weexcludepacketswhicharedeliveredin lessthantwo

minutesfrom the graphs.It happensthat many ping packetsweredeliveredin lessthantwo

minutes,but their correspondingping+acktimewasgreaterthantwo minutes.

Again we seethat aggregatefuture knowledgehelped�rst handoff preferencesdeliver a

largenumberof packets,but actuallyfaredpoorly in its latency characteristics.Thegossiping

methodshave comparablesuccessin �nal delivery of packets,but often wereable to select

betterroutesto takeadvantageof localpatternsfor reducedlatency.
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(a)one-way time - 15 ! 02 - userstudy1

(b) round-triptime- 15 ! 02 - userstudy1

Figure 4.8: CDF of one-way and round-trip packet latency using repeatedtrace for

pair 15 ! 02
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userstudy1 total pingpacketscreated total ackpacketscreated

epidemic 387648 384849

�rst handoff pref 387648 339964

medianpeergossip 387648 376412

exp.avg. peergossip 387648 324199

�x edgossip 387648 235957

Table4.8: Tableof total ping andack packetscreatedusingrepeateddatatrace.Includesall

packetscreated,bothsuccessfullyandunsuccessfullydelivered.

Justfor illustration,wepresenttheminimumcostspanninghint graphfor nodes15and 02

in Figure4.9. The actualhint graphscontainall known edgesconnectingthevariousknown

nodes.Whatis shown is theresultof theminimumcostpathsearch,originatingat therespec-

tiveownernode.

4.5.7 Hint Graph Convergence

Finally, weexaminethelatency for themedianandexponentialweightedaveraginghint graphs

to converge.Recallthathint graphsareundirectedgraphs,containingverticeswhich represent

nodes,andedgeswhich representdirectcontactsbetweennodes.Eachedgecontainsaversion

numberandlatency, andnodesareonly allowedto updatetheedgevaluesfor which they area

vertex.

Becausethehint graphrepresentsa belief of thestateof thenetwork, two hint graphswith

differentversionnumberson edgesmight still representthesamebeliefsof network connec-

tivity andlatency estimates.We considera changein thehint graphwhich altersthebelief of

thestateof thenetwork to bea signi�cant change.

Signi�cant changeis determinedby the following procedure.Whencomparingany two

hint graphs,thereis a signi�cant changeif: (1) thereis a new edgeor vertex that wasnot

previously known, and(2) if an edgehasa newer versionnumberAND a differentexpected
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latency value. Note that the secondconditionalthusallows newer versionnumbersto NOT

triggera signi�cant change,becausethenewer observationsdo not shift thecurrentlyexisting

belief abouttheedgebehavior (i.e. the latency is unchanged).Otherwise,if only theversion

numberis checked,thengossipbehavior wouldsimply follow epidemicpropagation.

We now describehow hint graphconvergenceis determined.For eachparticularnodein

thetrace,we scanthroughandexamineeachtracepoint whenthenodeupdatesits hint graph

via a directobservation.We testtheobservationanddeterminewhetherit causeda signi�cant

change,whencomparedto its previousbelief. If no signi�cant changeis detected,theentryis

skippedandscanningcontinues.If thedirectobservationresultsin a signi�cant change,then

thispositionin thetraceis saved,andwebegin scanningforwardandcheckingthehint graphs

of othernodes.Forwardscanningcontinuesuntil all nodeshavelearnedthedirectobservation.

Thetime differencefrom thesave point to whenthe lastnodelearnsof theupdateis a single

convergencelatency value. We thenreturnto the save point, andrepeatthe processuntil all

hint graphupdatesfor thisnodehavebeenexamined.Theprocessis thenrepeatedfor all other

nodes.

Figure4.10shows the convergencelatency for all nodes,underboth the original dataset

andfor the repeateddataset.The line mediangossipshows theconvergenceratewhenusing

histogramandmedianinterval selectionfor edgelatencies,andexp average gossipshows the

convergenceratewhenusingexponentiallyweightedaveragingovercontactintervalsfor edge

latencies. The CDF graphsare scaledto the total numberof hint-graphchangesdetected.

Becausenot all changescould converge beforethe endof the trace,the plots do not reach

100%.For the�rst userstudy, thehint graphsreached96%and98%convergencefor median

andexponentialaverage,respectively.

Becausewe hold thestrict requirementthata changeis not consideredconvergeduntil all

nodeshave observedthechange,it is not surprisingthat thevastmajority of changesrequire

just over a weeksworth of time. However, from a practicalstandpoint,it is not necessaryfor

a hint to reachall nodesbeforeit becomesuseful.For example,shouldthis form of gossiping
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bedeployedon a city-wide network, it is not necessaryfor all devicesto reachconsensus.As

long asthe hints propagateto membersof their socialclusterandintermediariesthat bridge

otherclusters,effective routingcanbeachieved.

We alsonotethat therearefewer hint graphchangesunderexponentialaveragingasop-

posedto medianinterval selection.Becausecontactintervalsaresovaried,for examplesome-

timesbetweenonedayandothertimesbetweenoneweek,medianvaluestendto “sway” more

prominently. Exponentialaveragestendto bemoreresilientto theseextremes.

Comparing�gures 4.10(a)and4.10(b),we seethatexponentialaveragingis signi�cantly

morestable,decidingto trigger only two additionaladjustmentsover the original datatrace

(220 versus222). However, the medianselectionis signi�cantly moresensitive to change,

triggering over four times as many changedetectionsas the original trace. However, con-

sideringthat the traceis repeated16 times,we canseethat someknowledgeandstability is

retained.
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Discussion

In thischapterwediscussoverall factorsandconsiderationsin thetracedatathatwascollected.

Wehighlight thelimitationsof ouravailabledata,andour intuition for how webelievethedata

wouldscalewith a largersample.Following thatwediscussourexperienceswith thetwo user

studiesfor collectingpairwisecontactdata. We presentfactorswhich affectedour data,and

differencesbetweenthegroupsof participantsacrossthetwo userstudies.Finally, we present

additionalpossibilitiesfor exploring gossipingprotocolswhich werenot consideredfor this

work.

5.1 TraceData and Density

Dueto thesparsenatureof ournetwork from thelimited numberof participantsandpotentially

largegroundareacovered,it canbeexpectedthatmostnodeswill requirelongperiodsof time

to communicate.However, asnetwork densityincreases,we expectthenumberof nodesable

to �nd quick multi-hoppathsto destinationnodeswill increase,andtheneedfor high-latency

pathswill decrease.

As discussedin Section4.1, the numberof direct contactsthat a nodemakesis not nec-

essarilyan indicatorof its ability to reachothernodesor bean intermediarymessagecarrier.

If thenumberof participantsin thenetwork increased,we expectthemagnitudeof adjacency

52
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for nodesto decreaserelative to the total numberof nodes.However, thedatatrendssuggest

thatnodeswill continueto maintainhigh reachability. Furthermore,it is not unreasonableto

assumethat in a real deployment,mostnodeswill only communicatewith a small subsetof

the total setof nodesin thesystem.Thuswhat is moreimportantis thedensityof nodesand

contactsbetweenrelatedclustersof communicatingnodes,ratherthanoverall densityof the

system.

Becausethiswork is astudyof empiricaltracedata,wedid notexplorearti�cially increas-

ing the densityof the traceby addingmorenodesandcontactpatterns. It is not clearhow

this canbedonewhile preservingthe integrity of theempiricaltrace. Finding techniquesfor

correlatingthetracedatawith simulationsin orderto bootstrapmoredatais a topic of future

work.

Anotherpossibility is to simply run moreuserstudies,with moreparticipantsover longer

periodsof time. It would alsobebene�cial to selecta morecontrolledenvironment,suchasa

hospitalor eldercarefacility, insteadof randomparticipants.Instrumentingsuchanexperiment

is left for futurework.

Ouranalysisof thedatatracereliesonusingidealizedpacketsandin�nite bandwidth.This

assumptionwasnecessarybecausethetracedatadoesnotcontainbandwidthinformation.As a

result,thecharacterization,which relieson packet counting,canproduceexaggeratedresults.

For example,a singlemomentof contactcanresult in the delivery of thousandsof packets,

whichmight notbepossibleunderlessidealassumptions.

This work hasestablishedthat thereis potentialfor usingopportunisticpairwisecontact

for ad hoc routing. Futurework to further explore the networking possibilitiesof the trace

dataincludemakinglessidealassumptionsregardingpacket size,link bandwidth,anddevice

capacity.
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5.2 Experiences

In hindsight,we �nd that our original estimateof an 8 to 10 hour work-day is insuf�cient

for our user-base.After the �rst userstudywith graduatestudents,we believedour estimate

workedwell. However, theseconduserstudyprovedto requireevenmoreworkingbatterylife.

In post-experimentinterviews,wefoundthatgraduatestudentskeptchargersattheirof�ce, and

would regularly rechargethedeviceswhile at their desk.Thusmostgraduatestudentsdid not

fully exercisetheeight-hourbatterylife.

Most undergraduatestudentscannotrecharge their devicesmid-day. Indeed,from theon-

setof theseconduserstudy, a signi�cant numberof theuserscouldnot �nish their work-day

without drainingtheir devices.Thoughwe establisheda strict regimenof collectingdataon a

weeklybasisfrom thestudents,they oftensufferedcatastrophicdatalossfrom batteryexhaus-

tion, losingseveraldaysworthof data.

Furthermore,we also found that graduatestudentswere far more conservative with the

Palm devices. Few usedmorethanthebasicfeatures,andmostonly carriedthedevicesdili-

gentlywithout muchusage.After the�rst experiment,many participantsmentionedthat they

understoodtheexperimentalnatureof thesoftwareandobjective,andtreatedthedevice with

delicatecare.

In contrast,theundergraduatestudentsusedthedevicesquiteliberally. Within twoweeksof

theseconduserstudy, we foundthatmostof theparticipantshaddownloadedsigni�cant num-

bersof third-partysoftwareto useon the Palm devices,including numerousgames.Clearly

theusagepatternsof theundergraduatesweresigni�cantly moredemandingthanwe hadan-

ticipated.

5.2.1 TechnicalLimitations

Themostfundamentalandimportantimplementationdetail of theexperimentis power man-

agementon thePalmOSplatform. Thoughtherearenumerousotherodditiesof theplatform
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thatwework around,powermanagementprovesto bethemostcritical.

Previous researchhasshown thatpower consumptionon mobiledevicesis dominatedby

theradioanddisplay[8]. Thefundamentalproblemwith thePalmOSAPI is thatit is designed

to beuseractivity driven,anddoesnotprovide interfacesfor managingspeci�c resourcesused

in backgroundtasks.FurthermoretheAPI only providesa limited setof commonoperations

availableto applications,andreservesfull controlover resourcemanagement.In orderfor our

softwareto usetheBluetoothradio,it mustwakeandpower thewholePalm device, including

thedisplay.

Thisposesasigni�cant challengefor uswhenattemptingto periodicallyusetheBluetooth

radio. Our softwarecannotinitialize andutilize the radiowithout �rst askingthePalmOSto

power the restof the device, including the display. Thusevenwhenthe device is in a user's

bag,periodicallyusingtheBluetoothradio to searchfor otherdevicesalsomeanspayingfor

theactivationof thedisplayfor thedurationof theradiocommunication.SincetheTungsten

T devices provide back-lit displays,the power cost is quite signi�cant. We searchedfor a

methodto disabletheback-lightingwhile performingtheperiodicradiocommunication.Un-

fortunately, the PalmOSAPI only providesa methodfor toggling the back-lighting,but no

methodfor queryingthecurrentsetting.Again, theAPI assumestheuserwill call the toggle

throughtheapplicationuntil thedesiredsettingis reached.

The limitations of the PalmOSAPI highlight the needfor betterhinting mechanismsbe-

tweentheunderlyinghardware,operatingsystemandapplications,asfoundin Anandetal. [3].

InitiativessuchasACPI[1] havemadesomeprogressfor notebookcomputers,but few of these

efforts have extendedinto othermobiledevices. Evenwith currentefforts to bridgehardware

andsoftwaresupportfor powersavings,a richersetof hintsareneededfor ef�cient operation

in a context awareenvironment.Devicesmight needto sniff or transmiton their radiodevice

for locationspeci�c servicesanddo backgroundprocessingeven whenthe device is not in

activeuse.Currentpowermanagementschemesassumedevicesarein an“on” andfunctional

state,or in a “sleep” andnon-functioningstate.Supportinghybrid operatingmodesfor varied
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backgroundtasks,andremainingfunctionalfor asustainedwork-day, is notyet possible.

The Palm TungstenT deviceskeepa reserve of power in thebatteries,in casethe power

levelsrun too low. Shouldthishappen,thedevicesrefuseto poweron,andutilizestheremain-

ing power to maintainmemorystate.At thestartof every communicationcycle,our software

checksthebatterystatusof thedevice,anddisablesfurtherradiousageif thepower level runs

too low. Thoughwe have thedetectorsetto triggerwell beforethecritical low-batterylevel,

westill experiencednumeroustotalpower failuresin theseconduserstudy. In thesecases,we

suspectthat thereserve amountwasinsuf�cient to last themany hoursbetweenpower failure

andwhenthestudents�nally gethometo recharge.

Finally, dueto extremepower limitations,we usea clock-synchronizedradioprotocolfor

datagathering.To ensurethattheclocksdonotdrift too far, wevisit eachPalmdeviceat least

onceperweekwith aNTP-synchronizedlaptopto re-synchronizethetime.

5.3 Routing and Gossiping:Other Considerations

In this sectionwe discussvariousconsiderationsin selectingandimplementinggossipingal-

gorithms,andhow theseconsiderationsrelateto potentialfuturework. We startwith a brief

descriptionof other factorswhich canbe consideredfor exploring future simulations. Next

we comparepacket versuspeerbasedgossip,andtherelative meritsof eachmethod.Finally

we discusspossibleextensionsto thehint graphwhich might make it moreresponsive to time

factors,nodechurn,andgraphsearching.

RelaxingSimulator Assumptions

As mentionedin previoussections,theanalysisin thiswork providesanabstractcharacteriza-

tion of theMANET, andmotivatesfuturework. To furtherexploremorerealisticnetworking

scenarios,incrementalincreasesin replicationandretransmissioncanbe implemented.The

gossipingprotocolsexploredin this thesisarerestrictedto no replication.Wouldanincremen-
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tal increaseof allowing oneextra replicasigni�cantly increaseperformance?Furthermore,

shouldmore realisticassumptionsbe maderegardingbandwidth,memory, andpacket loss,

replicationand/orretransmitswill benecessaryto maintainreasonableperformance.

Packet GossipversusPeerGossip

In this work, we presentedan algorithm which usedpeergossip. An orthogonalapproach

would beto usepacket gossip.Insteadof exchanginggossipinformationuponpairwisecon-

tact,packetscancarrygossipinginformationaspartof themetadatapayload.

Becausepeergossipis packetagnostic,it cannotoptimizeits decisionmakingfor hotpaths,

�o w direction, or commonpairs. It is not unreasonableto assumethat certainnodeswill

communicatewith only a speci�c subsetof othernodes. In otherwords, it is unlikely that

nodeswill decideto randomlycommunicatewith someothernode. This af�nity of pairing

createshot pathsthatpacketgossipingwouldbeableto takeadvantageof.

Unfortunately, packetgossipingis in�uencedby thepatternsin whichpacketsaregenerated

andto which sendersandreceiversthey connect.Thus,it canbemoredif�cult to characterize

the algorithm with respectto how packet behavior is parameterized.Furthermore,because

packet gossipdependsuponpacket �o w, randomizationmustbe introducedto add“jitter” to

thenetwork. This occasionalinjectionof entropy is necessaryfor discoveringnew andbetter

routes.

Hint Graph Extensions

Theimplementationpresentedin thiswork maintainsnotemporalorderinginformationregard-

ing how nodesmeet. Thusfor example,nodesdo not know what day of the weekit is, and

do not trackwhatdayof theweekcertainintervalsappearon. Thecurrentimplementationis,

in effect, at themercy of circumstanceasto whetherthe chronologicalorderin which nodes

makecontactwill coincidewith thepaththealgorithmchooses.Adding temporalinformation

to thehint graphwould give anextra dimensionof data,allowing hint graphsto weight their
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latency expectationsdependingon thetime. Thiscanpossiblyimprovethehint graph'sability

to predictpotentialfuturecontact,andprovide improvedreducedlatency.

In this study, all membersof the network are known a priori. However, in a deployed

system,new nodesmayjoin andold nodesmayleave forever at any moment.Thusa mecha-

nismfor penalizingandaginghint graphedgesandverticeswill benecessary. Thesimplehint

graphspresentedin thiswork neverageinformation,andthushavea limited capacityfor deal-

ing with change.Potentialextensionsmight includeagingedgesandvertices,sothatthey can

be prunedif absentfrom the network for extendedperiodsof time. Furthermore,penalizing

factorsmightbegivento edgesif they donotmeetexpectedlatency intervals.

Finally, our work implementsa naive algorithmwhich performspathsearchesfor every

packet upondemand.Sinceour work makesidealizedassumptionsregardingdevice capaci-

ties, this inef�ciency doesnot impactour results.However, realdeviceswill have signi�cant

resourceconstraints,andthusmethodsfor optimizingthehint graphsearchingmustbeexam-

ined.

Assumingsuf�cient computingpower, onepossibilityis to have nodescomputepathhint-

ing informationduringlong idle disconnecttimes.Thoughthedecisionsmadeduringthisdis-

connectperiodmight not have the latestgossipinginformation,we assumethenetwork state

to be “stable” enoughthatdecisionsmadeduring this idle time will still begood. It is likely

thatmany packetsin a node's queuewill bedestinedfor thesamedestinationnode.Multiple

pathlookupsfor eachof thesepacketswould be a wasteof resources.Searchresultcaching

andhint graph�ngerprinting canbeusedto determinewhennew searchesarenecessary, and

reducecomputationaldemand.
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Conclusionsand Contrib utions

We presentedan experimentalstudyto test the feasibility of usingusermobility andoppor-

tunistic pair-wise contactto form an ad-hocnetwork. Using commoditymobile devices,we

instrumentedtwo userstudiesfor experimentallycollecting tracedataof usercontact. Our

approachis uniquein thatwe do not have a predeterminedmodelof usermobility, andstrive

to provideanetworkingmodelbasedonly onpair-wisecontact.

Theresultsof theexperimentarepromising,showing thatusermobility canpotentiallybe

usedto form anetwork. Usingthistracedata,wesimulateanidealizednetwork usingepidemic

propagation,andobservethatnodesexhibit signsof regularityandaf�nity of contact.Fromthis

resultwe implementsimulatorsto explore the useof aggregatefuture knowledgefor setting

staticsourcerouting preferences,aswell asusinggossipto learnnetwork stateandrouteat

run-time.Evenwith aseverelylimited replicationpolicy for thesubsequentroutingprotocols,

they performedcomparatively well andwith only limited sacri�ce in latency (medianof seven

days)whencomparedwith unlimitedepidemicpropagation(medianof threedays).Ourresults

arepromising,showing thatthegossipingprotocols,whicharepracticalprotocolswith relaxed

replicationandfeatureknowledgeassumptions,canrouteeffectively acrossthetracedata.

We alsodescribeour experiencesdevelopinganddeploying instrumenteddevicesto real

users.Our experiencesshow thatpower managementis still anareawith muchroomfor im-
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provement,especiallyfor backgroundambientoperation.Many power conservationresearch

projectsfocuson energy managementfor devices in use. But power managementmethods

anddevice peripheraldesignwill needto take into accounthow devicesmight beusedin two

differentmodes:activeuseandbackgroundoperation.

As future work, we plan to instrumentanotheruserstudy, with improved device battery

longevity, andcollectlongertraces.Webelieveamorefocusedusergroup,for examplenurses

in a hospitalor eldercarefacility. In addition,we planto correlatetheempiricaltracedatato

existing works in characterizingandsimulatingusermobility, aswell asevaluatingprotocols

for ad hoc anddelay tolerantnetworks. Integrationof empirical tracedatawith simulators

might allow mobility simulationsto producemoredetailedandrealisticmobility traces,with

suf�cient detailfor exploringnetworking issuessuchasbandwidth,power, andcongestion.
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