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ABSTRACT

Over the past year, there have been several reports of madici
code exploiting vulnerabilities in the Bluetooth protacdlVhile
the research community has started to investigate a digetsef
Bluetooth security issues, little is known about the feidijband
the propagation dynamics of a worm in a Bluetooth envirortmen
This paper is an initial attempt to remedy this situation.

We start by showing that the Bluetooth protocol design and im
plementation is large and complex. We gather traces and &e us
controlled experiments to investigate whether a largéesBtue-
tooth worm outbreak is viable today. Our data shows that-star
ing a Bluetooth worm infection is easy, once a vulnerabiBtylis-
covered. Finally, we use trace-drive simulations to exantime
propagation dynamics of Bluetooth worms. We find that Bla#to
worms can infect a large population of vulnerable devicksgively
quickly, in just a few days.

Categories and Subject Descriptors

C.2.0 [Computer-Communication Networks]: General—Secu-
rity and protection D.4.6 [Operating System$: Security and
Protection—nvasive softwarel.6.8 [Simulation and Modeling]:

Types of Simulation-Biscrete event

General Terms
Security, Measurement

Keywords
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1. INTRODUCTION

linking cell-phones to the cars’ audio systems. Even comsum
appliance manufacturers have started to incorporate @tlet
radios in microwaves, refrigerators, and washing macH@ls

Bluetooth is complex: its current Linux implementation sists
of over 25K lines of kernel code. Because Bluetooth’s codelis.
large, we believe bugs are likely to be present in currentémpn-
tations. In fact, over the past year, there have been sawpaits
of malicious code exploiting vulnerabilities in the Blueth proto-
col [18, 5], including attempts to create a worm infection 18].
While no large-scale Bluetooth security attacks have beparted,

a worm propagating over the Bluetooth protocol could cauas-m
sive disruptions with serious consequences. A malicioognam
could launch a DoS attack and bring down a segment of thelaellu
network. Cell-phone spyware could collect personal infation.
The consequences of malicious programs controlling campoem
nents could be drastic.

While the research community has started to investigatesasi
set of Bluetooth security issues [17, 10, 30, 28, 15], liglknown
about the feasibility and the propagation dynamics of Riatt
worm infections. This paper is an initial attempt to remehis t
situation.

First, we investigate whether a large-scale Bluetooth wouta
break is viable in practice. Even if a program can exploit aeBl
tooth vulnerability to replicate itself, a large-scale lmgiak might
never develop. If vulnerable devices are few and far betywaen
worm might never reach many victims. In this case, the thoéat
large-scale Bluetooth worm infection is minimal.

We conducted controlled experiments and we gathered todces
Bluetooth activity in different urban environments to detae the
feasibility of a worm infection. We find that Bluetooth-eted de-
vices are prevalent and that the device population is velgtho-
mogeneous. This suggests that a worm exploiting a vulniéyaibi
a popular Bluetooth implementation could spread quicklg aléo

In the span of a few years, Bluetooth has become one of the mostfind that devices typically remain within the range of our &hoth

popular wireless protocols. It has been forecasted that fewa
years, Bluetooth-enabled devices will outnumber Wi-Fiides
five to one, with over 77% of cell-phones, 60% of PDAs, and 67%
of notebooks having built-in Bluetooth radios [27]. Redgntar
manufacturers have started to equip automobiles with Bhibt
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radios long enough for a potential infection to occur. Hinake
find that walking cannot prevent a person’s device from beagm
infected: an infection can occur even when two people cagryi
Bluetooth devices are walking in opposite directions. A#ge re-
sults suggest that a large-scale Bluetooth worm outbrewialige
today.

Second, we use trace-driven simulations to examine theaprop
gation dynamics of a Bluetooth worm in a large population.r Ou
simulations reveal that Bluetooth worms can infect manyias/
relatively quickly, in just a few days. We find that a worm’sdo-
tion rate is not strongly affected by how many devices aredt&d
first: the infection propagates quickly whether it startgdrifect-
ing 100 or 1000 devices. Instead, we find that the worm ouktsea
start time is more important: an infection starting on a wee# or



during an off-peak hour (e.g., late evening) spreads morelgl

While preliminary, our findings have a few implications. $Ejr
although Bluetooth worms spread orders of magnitude movel
than Internet worms, Bluetooth worms spread quickly endbgh
human-mediated counter-response will be difficult to imptat in
practice. Second, defense solutions based on geograpbizce
ity could be adequate for Bluetooth worms. For example,iptac
monitoring points in high-traffic locations, such as aitgpcould
prevent a large-scale worm outbreak. Section 7 discusseisneu
plications in more detail.

The rest of the paper is organized as follows. Section 2 ptese
a brief Bluetooth primer. In Section 3, we discuss how Blo#io
worms are different from other types of worms. In Section 4, w
describe the diversity of known security attacks on the &loth
protocol. In Section 5, we investigate the feasibility ohegle-scale
Bluetooth worm outbreak today. In Section 6, we use simorhati
to examine the propagation dynamics of Bluetooth wormsaliin
in Section 7 we present our conclusions and we briefly disthess
implications of our findings.

2. A BRIEF BLUETOOTH PRIMER

Bluetooth [3] is a communication protocol for low-power,re4
less devices operating in the unlicensed band at 2.4GHz.lewWhi
the Bluetooth specification makes provision for ranges dbuf00
meters, most of the radios of today’s mobile devices havgasof
10-20 meters.

There are two ways in which a device can initiate a Bluetooth

connection: (1) by directly contacting the address of agmotle-
vice, or (2) by broadcasting “inquiry” messages to discaviber
devices. Most of today’s Bluetooth devices provide the wgén
the option to make them discoverable. Upon receiving anfiiry§
message, a discoverable Bluetooth device will reply witarswer
that includes its user-configurable device name and itcddype
(e.g., acell-phone or a laptop). In our experiments, we tisetin-
quiry” mechanism to discover other nearby devices. BecBluse
tooth devices can be set to be non-discoverable, our trasedb
estimates on the prevalence of Bluetooth devices are o@iser.
However, there are well-known brute-force ways to discowar-
discoverable Bluetooth devices [30].

Bluetooth supports two types of link-layer connections:ya-s
chronous connection-oriented (SCO) link, where no losketsc
are retransmitted, and an asynchronous communicatiorfAGk )
where packet retransmission is applied. Once a link is fdrrdata
can be exchanged using a socket-based interface in a mamnmer s
ilar to Internet-based protocols. Setting-up a Bluetoathnection
is time-consuming; in fact, for short transfers, the timergsetting
up the connection dominates the transfer times. This itekcéat
the connection setup time affects a Bluetooth worm infectaie.
Section 5 provides quantitative data on the throughput agps
connections times in Bluetooth.

Internet worms and worms propagating in mobile ad-hoc ne¢svo
(MANETS.)

The way in which a worm infection propagates in a Bluetooth
environment is likely to be different than the spread of atern
net worm [29, 23, 22]. On the Internet, a worm typically infec
a well-provisioned PC over a fast, bandwidth-rich Interc@inec-
tion. Once infected, an Internet host can choose to attackter
host with an Internet connection. In contrast, Bluetootmm®in-
fect a different class of devices: mobile, power-constdidevices
with Bluetooth radios. A Bluetooth infection occurs only evhthe
infection source and the victim are located near each atlsemost
commodity Bluetooth radios only have a range of 10-20 meters
Unlike Internet worms, Bluetooth worms’ propagation isvén by
how the vulnerable devices interact, move, and travel.

At a first glance, Bluetooth worms are similar to worms prop-
agating in MANETS [6, 7]: both types of worms propagate in
mobile, power-constrained environments. However, worfadn
tions over Bluetooth are likely to differ from worm infectis in
MANETS. First, unlike Bluetooth, MANETS typically support
multi-hop routing: once infected, a node can attack anyratbde
participating in the network. Second, the range of Bludtaatlios
is approximately an order of magnitude smaller than the eaofg
Wi-Fi radios. Third, there is a much wider variety of Bluetioo
devices with different hardware and software charactesighan
Wi-Fi devices. Finally, Bluetooth is a very popular prothco
deployed over millions of devices, whereas typical deplegta of
MANETS consist only of hundreds of nodes.

4. DIVERSITY OF BLUETOOTH SECU-
RITY ATTACKS

In this section, we show that Bluetooth-enabled devicesabre
ready subject to sophisticated types of attacks. We stairvas-
tigating the complexity of the Bluetooth protocol’'s desgmd im-
plementation. Next, we examine three classes of known gcur
attacks.

Protocol Complexity.The Bluetooth protocol is complex. The
document presenting the core specification of Bluetoothtssk
version has over 1200 pages [2]. Table 1 shows the numbearesf i
of code for supporting Bluetooth in Linux kernel version .25
There are over 25K lines of kernel code implementing the Blue
tooth stack and drivers in Linux. The Bluetooth code sizebisua
half the size of the TCP/IP stack implementation. We belteese
figures suggest that errors and bugs are likely to be preseniri
rent Bluetooth implementations.

Cryptographic Vulnerabilities Previous work has analyzed
the cryptographic properties of the Bluetooth authenticatech-
anism [14, 12, 1, 20, 19, 28]. While these vulnerabilities an-

tocols to create a shared key. With this key, they can enalpt
data exchanged between them. This key is also used in sudrgequ
re-connections; in this way, device re-authenticationadanger
necessary. In Bluetooth, creating a shared key is calleififiga

that Bluetooth’s authentication is weaker than previoadymed.
Shaked and Wool have shown that it is relatively easy to crack

the PIN used by a Bluetooth device when pairing with anotleer d

vice [28]. After finding the PIN, a malicious device can deury

connection unique PIN: a number having four to seven digits.

3. BLUETOOTH WORMS ARE DIFFER-
ENT THAN OTHER WORMS

This section describes how the characteristics of Blubtoot
worms are different than those of other classes of wormg) asc

personate the victim device.

Social Engineering-based Attacks popular form of at-
tack is to use a carefully chosen device name when pairirtgtheét
target device [5]. To complete the pairing process, theetatgvice
must ask for its user’'s permission while displaying the ckitag

device’s name. A well chosen device name (e.g., “Your Ffiemd



libc
526K

Bluetooth kernel stack

25K (9K drivers)

TCP/IP kernel stack I Bluetooth library
50K | 45K

Table 1: The number of lines of code of the Bluetooth ker-
nel and libraries in Linux kernel 2.6.15: The Bluetooth kernel
stack (including drivers) is half the size of the TCP/IP kerrel
stack. To support Bluetooth, an application must be linked vith
a Bluetooth library, such as “bluez-utils” [4]. This librar y has
45K lines of code.

“Secret Admirer”) could convince the user to authorize thiipg.
This type of attacks is known by the term of “bluejacking”.

More recently, there have been reports of a Bluetooth vitis o
break [8]. Cabir is a software program that repeatedly séans
nearby Bluetooth-enabled devices. Upon discovering a new d
vice, Cabir transmits an installation file disguised as ausgc
management utility. Once target users accept the incomiag fi
their devices become infected. Because it requires usenvant-
tion, Cabir has not been able to reach and infect a large elevic
population. However, there are reports of Cabir-infectkgeBoth
devices found in stores selling cell-phones and cell-pranees-
sories [8].

Attacks Exploiting Software WVulnerabilitieSeveral
attacks exploiting Bluetooth implementation vulneral@l have
been reported [18]. In these attacks, a malicious devicegeam
access to data on a vulnerable device, issue AT modem constnand
or establish a unauthorized “pairing” relationship. A poes

While current figures estimate that 10% of today’s cell-g®have
Bluetooth radios [24], it is less clear whether Bluetootlvices
with discoverable radios are widespread. If discoverallet®oth
devices are prevalent, a worm can find and infect many devices
once released.

2. How heterogeneous is the population of devices? A hetero-
geneous population is more resistant to a worm exploitinggles
software vulnerability.

3. Are typical inter-device contact durations long enouglalt
low a worm to replicate? A worm infection occurs only when an
infection source is in contact with the target long enoughtlie
worm to exploit the vulnerability and replicate itself. Evd a
worm outbreak occurs, short inter-device contacts cowd she
worm’s infection rate.

4. Can aworm replicate between two devices moving in opposit
directions at human walking speeds? The relative speedekatw
two people walking could be too high for a worm to replicate. |
this case, a mobile source is less “effective” because Iticooiss”
all vulnerable devices moving in opposite direction.

5.1 Methodology of Our Experiments

We collected three different traces of Bluetooth activifyo of
our traces are gathered inside Pacific Mall and Eaton Cemice,
malls in Toronto, Canada. We gathered the third trace whilag
the Toronto subway system. These three locations provideaalb
coverage of different density and mobility characteristine might
find in various urban destinations.

We used Palm Tungsten T PDAs having 16MB of RAM with
PalmOS version 5.0 to scan for Bluetooth devices. The Baikto

study has measured the prevalence of some of these softwarggios of our PDASs are similar to the ones found in most commod

vulnerabilities in a trace of Bluetooth-enabled phonesturaol

at CeBIT 2004, a large IT exhibition taking place in Hanover,
Germany [13]. Their trace has captured 1,269 discoverahle-B
tooth devices over a period of four days. This study found tha
many devices (i.e. between 6% and 33% depending on the phon
type) exhibit exploitable software vulnerabilities. Ttaeftware
vulnerability allowed the authors to retrieve the Bluetodevices’
address books.

Summary

While no large-scale Bluetooth security attacks have beparted,

a diverse set of known security vulnerabilities alreadgexiTheir
presence coupled with the complexity of the Bluetooth djmeci
tion and its large codebase size make us believe that Blietoo
enabled devices will likely contend with increasingly cdexpat-
tacks in the future, such as worms.

5. FEASIBILITY OF A BLUETOOTH
WORM INFECTION

Even if a worm could exploit a security vulnerability in th&uB-
tooth protocol to replicate itself, a large-scale Bluetoabrm out-
break might never develop. If vulnerable Bluetooth deviesfew
and far between, and most inter-device contacts are shadyma
might never reach many victims. In this case, the threat afget
scale Bluetooth worm infection is minimal.

In this section, we examine whether a large-scale Bluetooth
worm outbreak is viable in practice. For this, we collectexteés
of Bluetooth activity and conducted controlled experinseir

ity cell-phones: our empirical tests found that our PDAsiges
are about 10 meters in an urban environment corresponditiggto
specifications presented on Palm’s website [25]. Becausee B
tooth inquiry is a power-intensive procedure, we used d tfta
eeight scanners. Each device sends “inquiries” over its Bhth
interface. Our inquiry rate is variable: we increase it wherde-
vices are discovered, and we decrease it when others answer o
probes. We issue inquiries at least once every 10 seconaebert
more often than once every 3 seconds. This variable rate dethl
congestion scenarios when several devices answer siraalialy.

When collecting these traces, we had a behavior compabtble t
the environment we were scanning. For example, we were basua
walking in the malls, we stopped briefly by their food couenad
we stood still while riding the subway. In this way, our ddtas-
trates a scenario where an attacker behaves inconspigushsé
launching a Bluetooth worm. We used two devices scanninglsim
taneously to collect the Eaton Centre and the Subway tradles.
used only one device to collect the Pacific Mall trace.

We also conducted controlled experiments to determinetvenet
walking can prevent a person’s device from becoming inf&cide
placed one device on a wall at a T-junction hallway, while & pe
son carried another device pacing themselves at a congteed s
The mobile device first issued inquiry requests. Once théosta
ary device is discovered, the mobile device transmittedea e
performed several experiments. We set the size of the fil®@t 5
bytes and at 25KB. We moved the mobile device at a speed of 1
m/s, corresponding to a typical walking speed, and 2 m/spto a
proximate the relative speed of two people walking in oposi
directions. Each experiment is repeated five times. Figuile 1

a Bluetooth environment. We use this data to answer four key lustrates the topology of our experimental setting. We ehbg

questions:
1. Are discoverable Bluetooth-enabled devices prevatetay?

T-junction hallway because it combines both line-of-sightl ob-
structed inter-device transmissions.



Traces Pacific Mall Trace Eaton Centre Trace Subway Trace

Start Time 11/26/2005 13:23:41 (Saturday) 11/16/2005 10:42:56 (Wednesday) 11/16/2005 06:49:37 (Wednesday)
End Time 11/26/2005 15:10:51 (Saturday) | 11/16/2005 14:06:33 (Wednesday) | 11/16/2005 20:32:10 (Wednesday)
Duration 107 minutes 204 minutes Intermittent Trace

Total # of Devices Found 90 100 106

# of Cell-Phones 87 (97%) 84 (84%) 96 (91%)

# of Computers 3 (3%) 15 (15%) 9 (8%)

# of Headsets 0 1 (1%) 0

# of Unknown Device Types 0 0 1 (1%)

Table 2: Summary of our traces: We use two devices scanningrsultaneously to collect the Eaton Centre and the Subway traes.
We use only one device to collect the Pacific Mall trace. Allthes are EST.

mobile device path
(98 ft total)

stationary
device

Figure 1: Topology of our controlled experiment.

5.2 Discoverable Bluetooth Devices are Preva-
lent Today

A high prevalence of Bluetooth devices facilitates the agref a
worm infection. This is analogous to the spread of humarediss
large-scale epidemics spread more quickly in densely popdien-
vironments.

Table 2 shows the number of Bluetooth devices discoveredrin o
traces. Overall we discovered 288 devices: 90 and 100 deirice
side the two malls, and 106 while riding the subway. Someadsvi
were encountered in multiple traces. On average, we foured o1
device every 15 seconds while tracing in the malls. The Ishge
time we spent scanning without discovering any new device we
13 minutes inside Eaton Centre and 26 minutes inside Paci#ic M
These findings show that discoverable Bluetooth-enablsittee
are already prevalent in urban environments.

5.3 The Population of Devices is Homoge-
neous

Worm infections occur only when target devices have the san
vulnerability. Therefore, a worm infection rate is influeddy the
degree of homogeneity of a population of Bluetooth-enalled
vices. While the likelihood of a vulnerability is higher irhatero-
geneous population, a worm infection could cause a larggrege
of damage in a homogeneous population.

Unfortunately, our traces do not reveal the types of the Blue
tooth software stacks running on the discovered devicewaieMer,
we use the devices’ manufacturers as a first-degree appatigim
of the degree of homogeneity of the Bluetooth stack impleaien
tions. While Bluetooth stacks running on different deviceasde
by the same manufacturer are not necessarily identicag thevi-
dence that Bluetooth vulnerabilities do affect differeatsions and
devices as long as they are made by the same manufacturer [13]

100%

11
119 |
3t 31
80%
27 D Unknown
o OOther
14
60% e = 18 mPalm
v 9 @Nokia
40% ";7/7/ 20 l"'f/ OSony Ericsson
“ ?g?,fl i
20% 33 ” i
22
0%

Pacific Mall Eaton Centre Subway

Figure 2: Breakdown of devices by their manufacturer: There
are 11 manufacturers in the Pacific Mall, 13 in Eaton Centre,
and 11 in the subway trace. Sony Ericsson and Nokia together
account for 51% of all devices found.

In Figure 2, we provide a breakdown of the Bluetooth-enabled
devices based on their manufacturer. While we find a large-num
ber of manufacturers in each of our traces (11 in Pacific Mal,
in Eaton Centre, and 11 in the subway trace), Sony Ericssdn an
Nokia together account for half of all devices found. Thessmilts
suggest that a software vulnerability present in the SonyNwkia
implementations of the Bluetooth protocol could affect entitan
half of all devices found in our traces. While Motorola is gptar
manufacturer of many of the cell-phones available in theofitar
area, we found very few Motorola devices in our traces. Upoen i
vestigation, we found that most Motorola cell-phones atecsbe
non-discoverable by default.

5.4 Contact Durations are Long Enough for a
Worm to Replicate

An infection occurs when a source device is in contact with a
target long enough for the worm to replicate itself. Consedy,
how fast a worm spreads is influenced by how long devices remai
in contact. We can provide initial insight into how long dees
remain in contact by examining the contacts’ durations betw
our scanners and the devices encountered.

On the left, Figure 3 shows the distribution of the contadts’a-
tions between our scanners and other devices. Many dismbder
vices responded to our pings only once; we marked theseatsnta
as having a duration of 0 seconds. We find that a large fradfion
contacts (52%) are short, lasting less than five second$s @0%
of all contacts last more than 16 seconds.

On the right, Figure 3 shows the throughput and the failute ra
of transmissions between two devices we controlled. Westran
fered a 256KB file between two devices placed apart at diftere
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Figure 3: Characteristics of Bluetooth connections: The ditribution of contact durations across all three traces is pesented on the
left. On the right, we conduct experiments of how Bluetooth hiroughput varies with distance inside the malls and the subay. We

performed eleven trials for each inter-device instance petrace, and we report average values across the trials. As dance increases,
Bluetooth transmissions start to fail.

16

distances, varying between 0O feet (i.e., next to each otoe2b L Data Transmit
feet. For each distance, we performed eleven transfer® wiait- 1.08 | 0.18 DSocket
ing inside the malls and the subway, and we present the averag 3 12 %/ BACL —
throughput. g 0.02 o309 KAV 0.02 [loauiry

As Figure 3 shows, the throughput declines almost lineaitly w ._",'. s ,’iﬁ %x
the inter-device distance. While the lowest measured tirput ] 4 ﬁ// 1.10 [ 0-22
was 7Kbps and occurred when the devices were 25 feet apart, th § 9.67 £z (AAA
highest throughput was over 220Kbps. Across all throughpesd- o 4 7.04 5.26 |
surements performed, we find that the throughput betweernléao ' 4.19
vices is 185Kbps, on average. The failure rates increade thvt o ‘ ‘ ‘
distance between two devices. Combining all these resatspf 0.5KB at 1m/s 25KB at 1m/s 0.5KB at 2m/s 25KB at 2m/s

contacts made while tracing in the malls and on the subwayg wer
long enough to transfer over 115KB, assuming an averagaghro
put of 185Kbps. We believe that 115KB is sufficient for a womm t
replicate its code; some of the most damaging Internet wamas
less than 100KB in size [22].

Figure 4: Bluetooth transmissions durations in a controllel ex-
periment: We breakdown transmissions in four steps: the in-
quiry step, ACL step, socket creation step, and, finally, da
transmission. Each of the bars represent the average of five
experiments varying the amount of data transmitted and the

5.5 Worms can Replicate between Devices : ;
speed of the mobile device.

Moving in Opposite Directions
Based on our trace, we found that many contacts are suffigient
long for two devices to exchange a worm. In this subsectia®, W oy, to better match the scenario in which a hypothetical raor

examine whether an infection source is less “effective” ivev- replicates its code. We also find that the average Bluetwatist

ing by “missing” all devices moving in the opposite directid=or fer is typically faster at 2 m/s than 1 m/s. The explanatiantfis

this, we use controlled experiments to determine whetheow  counter-intuitive finding is that faster speeds put the cieviwithin

can replicate between two devices moving in opposite doestat line-of-sight more quickly.

human walking speeds. We conservatively assume that twe-Blu oy results illustrate that worms can infect at typical hama
tooth devices must establish a Bluetooth connection forr@nin- walking speeds. The average Bluetooth connection’s durai
fection to occur. More harmful attacks that exploit vulr@lities anywhere between 2.2 to 15.9 seconds, enough for two humans
in the Bluetooth inquiry phase do not need a Bluetooth caii®c  alking at 1 m/s in opposite directions to exchange a copyef t
completely established to infect a victim device. WOrm.

Figure 4 illustrates the average duration of transferrio@ Bytes

and 25KB between two devices when they move at a relativedspee 5.6 Summary
of 1 m/s and 2 m/s, respectively. A relative speed of 1 m/secorr
sponds to a scenario when one device is stationary and tee oth
is moving at human walking speeds. A relative speed of 2 m/s
corresponds to a scenario when both devices are moving io-opp
site directions. As Section 2 presented, there are thresephaf

a Bluetooth connection setup: the inquiry phase, setting linpk,

This section examined whether the outbreak of a Bluetooth
worm infection is viable today. In summary, we found that:

1. Discoverable Bluetooth-enabled devices are prevabelaiyt

and creating a socket. We chose to use an asynchronous Ik (A 2. The device population is relatively homogeneous.

in our experiments. With ACL, lost packets are retransmitigtil

their successfully acknowledged. In this way, we ensure tte 3. Most devices remain within a scanner’s Bluetooth rangg lo
data has been transferred reliably between devices. Aséigu enough for an infection to occur.

shows, the Bluetooth connection spends most of the timeufabo

92%) in the inquiry and ACL-setup phases. Because littla dat 4. Walking cannot prevent a person’s device from becoming in
exchanged, the two setup phases dominate the time spesfetran fected.

ring the data. We deliberately kept the amount of data exgddn



6. SIMULATING BLUETOOTH WORM
PROPAGATION

The previous section showed that the outbreak of a Bluetooth

worm is viable today. This section uses simulation to expkbe
propagation dynamics of Bluetooth worms. This simulatiap-c
tures several key factors of a worm infection, such as thebeum
of initial devices infected (i.e., the number of “seedig total size
of the device population, the fraction of vulnerable desj@nd the
time of the day when infections occur.

Gathering a suitable trace to simulate Bluetooth worm ides
is difficult. Such a trace requires tracking thousands oficdsv
simultaneously while recording all interactions amongmheTo
simulate how a worm spreads worldwide, a trace needs to aptu
the behavior of many devices at a global scale. Our tracepres
in Section 5 is inadequate to simulate a Bluetooth worm tidac
The goal of our trace was to capture all Bluetooth activitariren-
vironment suitable for starting a worm outbreak. We inseated
our scanners to discover new devices as aggressively allposs
We did not capture any interactions among the devices disedv
As a result, our trace is unrepresentative of the behavitypital
vulnerable Bluetooth devices.

In the absence of an adequate trace, we build a preliminadgmo
that approximates the behavior of a large device populdtam a
trace of a small number of Bluetooth-enabled devices. Rsy e
use a trace of Bluetooth activity previously gathered byRkality
Mining project at MIT [11]. In this project, 100 students ded
cell-phones instrumented to discover nearby Bluetootlicde\for

18 months in 2004 and 2005. The scanning frequency was once

every five minutes. We assume that these devices’ interectice
diverse enough to represent the interactions within a éguopu-
lation.

6.1 Methodology

In all our simulations, we use a trace of Bluetooth activjpas-
ning one month only. While the MIT project’'s data spans saver
months, we found that a one month trace contains sufficietev
for our simulations. After examining the trace, we chose aap
period with average Bluetooth activity, starting on ThagdDcto-
ber 7th, 2004 at 9:00am. Our trace consists of 51,316 evEath
event is a four-tuple: a sender, a receiver, discovery siag, and
discovery end time. Overall, there are 80 unique sender8 833
unique receivers in our trace.

Our simulator takes four inputs: the device population size
fraction of vulnerable devices, the number of infectiorgd®’ (i.e.,
the number of initially infected devices), and the inputc&af
Bluetooth events. On setup, the simulator inserts all infade’s
events in an event queue ordered by the events’ start time sles-
ignates the “seeds” and the vulnerable devices. Once the et
complete, the simulator dequeues each event, and checkbhexhe
the sender is already infected and whether the receiveriera+
ble. In this case, an infection occurs. If the node infectedat
among the devices being traced, the input trace has no atswci
events in which the node acts as a sender. In this case, thagim
creates artificial events for the new node and it inserts timetine
event queue.

We use a simple scheme to create artificial events for a nee.nod
Each new node is mapped to an old sender from the input trdmee. T
new node “inherits” all start times and end times of all esergso-
ciated with the old sender. By not modifying the times assed
with each event, the simulator preserves any time of the tlagte
present in the input trace. For each event, the simulatorsg®a
new receiver out of the entire device population. We useahevi-
ing heuristic to assign receivers to a new device: devicpeaing
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Figure 5: The propagation of a Bluetooth worm over time: This
simulation uses a preferential attachment model in which nely
created nodes are more likely to encounter popular nodes thra
unpopular ones. A popular node is one encountered by many
others. This graph presents two simulations: one in which &l
10K devices are vulnerable (y-axis on the left), and one in wibh
only 25% of devices are vulnerable (y-axis on the right). We se
100 seed devices in both simulations.

as receivers more frequently in the input trace are mordylite
become the new node’s receivers. Each device is selectedexs a
receiver with a probability directly proportional to thember of
unique senders discovering this device in the input tradee if-
tuition behind our heuristic is that “popular” devices irettrace
are likely to remain “popular”. One effect of our heuristicthat
worms spread more slowly because new devices are more tikely
encounter popular “older” nodes.

Our simulation has several limitations. First, it does regtare
the physical proximity and the geographical distributidrttese
devices. Second, it assumes that when any two devices aoain ¢
tact, an infection occurs immediately. Third, the inputérs likely
to be unrepresentative of how a Bluetooth worms spread droun
the world. We believe that our simulations match more clotied
spread of a worm within one single community, such as a city. |
consequence, all our simulations use a device populati®0,600
Bluetooth devices. We plan to address these limitationsitiaré
work.

Our model is different than traditional epidemic modelssas
the SIR model [31]. First, traditional epidemic models lanenoge-
neousin the sense that an infected device is equally likely tedhf
any other susceptible device. Second, our model makesempaitt
to preserve a non-uniform degree of popularity across thieeate-
vice population. Third, our model reproduces any tempdfates
present in the data, such as time-of-the-day or day-ofatbek ef-
fects.

6.2 Bluetooth Worm Infection Dynamics

In this subsection, we examine how quickly a worm infects vul
nerable nodes in a population of 10,000 devices. We conduct t
experiments: one in which all devices are vulnerable, arelion
which a vulnerability is discovered in a single manufaatsrBlue-
tooth implementation. In our experiments presented iniGed,
we found that a single manufacturer (e.g., Sony) can acdouat
least 25% of all Bluetooth devices today. Therefore, we ehos
simulate a scenario when only 25% of devices are vulnerable.

Figure 5 shows the results of our simulations: one in whith al
10,000 devices are vulnerable, and one in which only 2,50z e
(25%) are vulnerable. In both cases, the simulations sfi#int100
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Figure 6: Varying the initial number of infection seeds: While Figure 7: Varying the initial time of the outbreak: The time

more seeds make worms spread more quickly, the infection of the day affects Bluetooth worms’ infection rates. Bluetoth
rates’ speedups are relatively modest. We use 100 seed desc worms spread more quickly during the day than over night. We

and 100% of the population is vulnerable. use 100 seed devices and 100% of the population is vulnerable

infected devices, i.e., “seeds”. We find that a Bluetoothrvan- 10,000 devices over a few days only. If all devices are vul-

fects half of the devices in four hours when the entire depice- nerable, 90% of them are infected in 24 hours. If only 25%

ulation is vulnerable. When only 25% of devices are vulnkerab of them are vulnerable, the majority are infected in less tha

half of them are infected in sixteen hours. In both caseswiiren two days.

propagates quickly: in 24 hours, the worm reaches a largtidra ) o

of vulnerable devices (90% and 51%, respectively.) We cemsee 2. Bluetooth worms spread more quickly when more initial

that a worm “slows-down” during nighttime, but it then resesra seeds are |nfected._ Hov_vever, the effects of the number of

quick pace of infections the following day. These prelinmjnéind- seeds on a worm’s infection rate are modest.

ings suggest that a Bluetooth worm can infect a significantber 3. Bluetooth worms spread more quickly during the day than

of devices in just a few days. over night.

6.3 Increasing the Initial Number of Infection These results have implications for the security of Blutate-

Seeds vices as a whole, and for the design of detection and prerenti

In this subsection, we examine whether the number of iriitial ~ Systems. In the next section, after we present our concigsive

fections affects how quickly a worm spreads. This can helgais discuss these implications.

insight into whether an attacker needs a large number @dlinit-

tims before a worm starts to propagate rapidly. 7. CONCLUSIONS AND DISCUSSION

F?gure 6 shows the_ infection rate of a Bluetooth worm inapop-  This paper presented a preliminary investigation of worma i
ulation of 10,000 devices when the number of seeds is setGp 10 Bluetooth environment. We showed that the Bluetooth priti
200, 500, and 1,000 respectively (all devices are vulnejative complex and it is already facing a diverse set of known securi
find that more seeds make a worm spread more quickly, although 15cks. Based on traces of Bluetooth activity, we found tert-
the infection rate speedups are modest. This suggestithatm- ing a Bluetooth infection today is easy, once a vulnerabititdis-
ber of initial seeds does not strongly affect the spreadefiorm. covered. Finally, we used trace-driven simulations to eérarthe

6.4 Varying the Initial Time of the Outbreak propagation dynamics of Bluetooth worms. We found that Blue
. . . o tooth worms can infect a large population relatively qujcid just
In this subsection, we examine whether the initial time of ou

break affects how quickl Figure 7 shbas t & WV days.
break a ects how quickly a worm propa_lgates. igure 7 shbw's t Many of today’s Bluetooth devices provide the user with the o
infection rate of a Bluetooth worm when its outbreak occti€aan,

3pm, 6pm. and 9pm, respectively. As before, we simulate a pop tion to make them non-discoverable. Once a device is made non
' ! ! . ' discoverable, the device does not respond to any receivextdzith
ulation of 10,000 devices with 100 devices initially infedt All ! P y

. . . inquiry messages. This feature suggests that an effeativeter-
devui)eis 3re _vuln%rat_ale. Wi{t'.nd the}It_rt\he \f/vorm dlscovgrs_tfig;]v VU measure to a Bluetooth worm infection is making the device no
neravle gevices dunng nighttime. erelore, a wormsa discoverable or even turning the Bluetooth radio off. We finid
rate is initially slow if the infection outbreak occurs dugioff-peak

solution unappealing: it will prevent devices from usingi®ooth
hours. Although not presented here, we also found that Blukt for legitimate applications [21]. We believe that solugdhat pre-
worms spread more slowly when their outbreaks occur on week-

ends and holidays. \F/)?gfte\:\g)brrg.mfectlons while preserving Bluetooth functibtyaare
6.5 Summary Although Bluetooth worms spread orders of magnitude more
slowly than Internet worms, Bluetooth worms spread quickly
enough that human-mediated counter-response solutierigkely

to be difficult to implement in practice. Based on our simiolas,
such solutions must detect a worm’s presence, analyzetédfec
1. Bluetooth worms spread quickly, infecting a populatidn o  code, and create, test, and distribute a security patcteiaghn of

This section used preliminary simulations to examine tteppr
agation dynamics of Bluetooth worms in a population of 10,00
devices. We found that:



several days. Making a human-mediated response practicalew
a challenging task.

Another implication of our data and simulations is that titar
a Bluetooth worm outbreak is relatively easy once a vulriétab
is found. An attacker can bring an infected device into adgbi
urban mall and discover many potential victims. The attadkes
not need to devise a strategy about maximizing the numbefex-
tions: typically there is enough time to infect any devicéhivi the
attacker’s Bluetooth range. All these findings suggestttiaaking
where or how the infection started will be difficult.

The Bluetooth stacks of many of today’s cell-phones aredulirn
in read-only memory (ROM), making it difficult to patch theul-
nerabilities. Nevertheless, if patching security vulidites is vi-
able, distributing the patches should be done during niigbtand
week-ends when many cell-phones are inactive, minimizirgy t
users’ inconvenience. These off-peak time periods arecgifly
long that cell-phone providers could automatically uplaadtall,
and test software updates. This entire process could be usaile
transparent.

Because Bluetooth worms spread quickly, a monitoring syste
placed in a high-traffic location could detect a worm infextearly.
A high-traffic location, such as an airport or train staticould
also serve as an adequate deployment point for quarardgisedb
solutions: detecting a worm infection in an airport andasiolg it
could help prevent it from spreading globally.
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