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ABSTRACT Modern vehicles rely on data from a vast array of sensors such as radar and GPS equipment
that can be shared with surrounding vehicles and other interested parties. Vehicle-to-everything (V2X) is
the collection of systems that enable such communication. Although this data sharing has the potential to
improve both the safety and efficiency of vehicles, ensuring that what is shared has not been altered, deleted,
forged, leaked, or otherwise tampered with remains a challenging problem. Today, blockchain technology
allows a system’s participants to come to an agreement (consensus) on the state of the system and its data
in a decentralized, trustless manner. This new technology may be capable of securing V2X data, as well as
enabling other useful V2X services such as payments. However, the V2X ecosystem poses several unique
challenges that complicate the application of blockchain technology, not least of which is the vast number of
communications that any proposed blockchain network will need to support. This paper gives an overview of
V2X and blockchain technology, explores potential applications of blockchain within the V2X domain, and
justifies its importance. It also reviews, analyzes, and discusses various blockchain architectures that could
support V2X applications. Though there is a place for blockchain in the V2X environment, currently there
is no robust or mature blockchain architecture available that could support the entire ecosystem’s needs. As
such, this paper proposes novel directions for future research towards the creation of such a blockchain.

INDEX TERMS Blockchain, communication, IoT, transportation, V2X.

I. INTRODUCTION
Modern vehicles have a multitude of different sensors
on-board, ranging from cameras and radars to GPS and
gyroscopes [1], rightfully earning their reputation as “comput-
ers on wheels” [2]. These sensors, combined with on-board
computing facilities, have already enabled many new tech-
nologies, such as GPS navigation and certain driver assis-
tance features. While current implementations of these appli-
cations mainly rely on intravehicle sensing and computing,
many other potential applications require significant interve-
hicle communication to complement the functionality of those
on-board facilities. Vehicle-to-everything (V2X) encompasses
all potential vehicle communication systems that enable these
smart applications.

Although such communications could unlock significant
new capabilities for vehicles and infrastructure, they also
come with safety and reliability concerns. Problems could
range from minor inconveniences, such as incorrect traffic re-
ports causing a car to take a suboptimal route, to more serious
issues, such as a toll payment not being processed properly, to
life-threatening problems that could cause accidents, such as
a car misreporting its speed. Such issues could be the result
of malfunctioning hardware [3], buggy software [4], or even
attacks by malicious actors [5].

A blockchain is a type of distributed state-machine that,
using cryptography, specialized data structures, peer-to-
peer (P2P) networks, game-theoretical incentives, and fault-
tolerant consensus algorithms, enables participants to come to
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an agreement on changes to the state of a global database [6].
Using smart contracts, the rules for database updates can
be defined by users through software programs, allowing
them to design complex applications that utilize the shared
database. It is clear that there are many potential applications
of blockchain technology in the V2X space [7]. These include
mechanisms to improve the security and reliability of V2X
communications as well as a large number of applications
requiring fast and efficient payments. There are several key
reasons why blockchain technology is a good fit for the trans-
portation sector. For example, the automotive sector has a
diverse array of stakeholders, such as insurance companies,
government agencies, and car manufacturers, among others.
Using blockchain technology, stakeholders can consent to a
protocol in which they all participate in the maintenance of the
common ledger, each verifying its contents and maintaining
records to ensure it is not being misused. The open nature
of blockchains also allows a wide variety of participants to
utilize the system on equal footing, without anyone being
disadvantaged. Additionally, blockchains allow for accurate
auditing of data, which is important for many V2X applica-
tions, especially accident investigations.

In this work, we argue for the inclusion of blockchain tech-
nology in the V2X technology stack by describing compelling
applications of V2X communications that can be enabled or
improved using blockchain technology. We also show why a
blockchain can be an ideal platform on which to build these
applications given the unique circumstances of the transporta-
tion sector. Later, we analyze various blockchain architectures
that can be used to support these applications. In doing so, we
determine what aspects of these systems need to be improved
in order to support the distinct requirements of V2X systems
and make blockchain for V2X a reality. We build on previous
work [7] by specifying what features of blockchains are most
utilized by V2X applications, allowing us to better justify the
use of blockchains for these applications. Additionally, we
delve into numerous blockchain architectures, both those that
target the transportation sector and those that do not, in order
to better determine what shortcomings future research into
blockchain architectures for V2X should attempt to overcome.

The contributions of this work are as follows.
1) We investigate and analyze proposed applications of

blockchain technology in the V2X ecosystem by high-
lighting the key services offered by blockchains and
discussing how they can be utilized by V2X applica-
tions. We also discuss the advantages and disadvantages
of using blockchains as opposed to other, centralized
services.

2) We describe several blockchain architectures that may
be used in the V2X ecosystem, including both generic
blockchain architectures and designs specifically target-
ing IoT and V2X ecosystems. We analyze these archi-
tectures in order to see where they fall short of V2X
system requirements.

3) We highlight several challenges to integrating
blockchains into the V2X ecosystems and propose

FIGURE 1. Major stakeholders who may be interested in using a V2X
blockchain.

some directions for future research to follow in order to
attempt to address these challenges.

This paper is organized as follows. Section II provides
background on V2X and blockchain technology, summarizes
the potential of V2X combined with blockchain technology,
and discusses prior reviews in the space. Section III details
the services that blockchains can provide to V2X applications,
describes applications that can utilize these services, and ana-
lyzes the value-add of blockchains to these applications. Sec-
tion IV illustrates various blockchain that have been proposed
to support the special requirements of V2X applications and
analyzes their designs. Finally, Section V presents some of the
technological challenges standing in the way of this adoption
as well as future research directions.

II. BACKGROUND
Here, we provide some background on V2X, blockchains, and
the combination thereof. Definitions for some relevant terms
are given in Table 1. We also describe some prior reviews in
the area of blockchain for V2X.

A. VEHICLE-TO-EVERYTHING
V2X conceptualizes a vehicle communication system com-
posing of vehicle-to-vehicle (V2V), vehicle-to-infrastructure
(V2I), vehicle-to-grid (V2G), and other communications. A
V2V communication system is envisioned as a technology
for vehicles to authenticate one another and exchange mes-
sages with the goal of improved safety by triggering re-
lated warnings and other such applications [8]. In a V2I
system, infrastructure captures data generated by vehicles
and returns advisory information on safety, mobility, or road
conditions [9]. V2G communication aims to allow electric
vehicles to communicate with, consume power from, and
provide power to electrical grids in order to better manage
demand for power [10]. Prior work and industrial projects
have revealed the potential of V2X technology to improve
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TABLE 1. Glossary of Terms

transportation efficiency and safety while enabling new ap-
plications [11]. Some applications include traffic congestion
controls [12], driving with enhanced fuel efficiency and travel
time [13], and improved safety assistance [14]. Current V2X
system proposals mainly rely on dedicated short range com-
munication [15] and/or cellular communication [16] stan-
dards. For the remainder of this paper we assume that both
standards provide sufficient latency, throughput, and reliabil-
ity guarantees to support a blockchain network.

B. BLOCKCHAIN
Blockchains are specialized data structures paired with a dis-
tributed network that, using cryptographic primitives such as
hashing and digital signatures along with a consensus algo-
rithm and game-theoretical incentives for all users to partici-
pate fairly in the system, allow the network to cooperatively
maintain an ordered collection of records [24]. These records
are grouped into blocks, and each block contains a hash of the
block that comes before it, forming a chain. It is ensured that a
new block cannot be added to the chain without the agreement
of a majority of participating nodes and that previously added
records are immutable. These features allow blockchains to be
used for a variety of applications.

The records appearing on a blockchain generally take the
form of transactions that alter the state of a shared database.
Bitcoin [6], the first blockchain, used such a system to imple-
ment a payment mechanism. In that system, the blockchain
records transactions between pseudonymous users who are
identified only by a public key. By signing a transaction with
the corresponding private key and adding a record of this
transaction to the Bitcoin blockchain, that owner is able to
send the tokens (that today they have a monetary value that
can easily be converted to fiat currency) to another user,
also identified by a public key. This system of payments
has several advantages over other traditional payment sys-
tems, but it also comes with some drawbacks. For exam-
ple, the system is pseudonymous as users are only identi-
fied using a public key, which helps protect user privacy.
On the other hand, the entire record of transactions is pub-
licly visible, which reduces privacy. Another advantage is
that anyone can be a participant in the system, and no
one user can prevent another user from accessing it. This
freedom comes at the cost of efficiency; Bitcoin transac-
tions can be slow to be finalized and expensive when com-
pared to traditional payment mechanisms such as Visa or
PayPal.
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Bitcoin was only the first blockchain network. The next
generation of blockchain networks further expanded on the
concepts Bitcoin introduced. For instance, Ethereum [25]
works with similar primitives to Bitcoin, but instead of its
transactions only representing the transfer of tokens from one
user to another, its transactions take the form of bytecode
which runs on a virtual machine with a global state that
is updated with each transaction. This allows users to write
complex programs, referred to as smart contracts, with APIs
which can be called by clients. These smart contracts form
the basis of decentralized applications (DApps) which can
be used to run decentralized exchanges [26], voting proto-
cols [27], and more.

Blockchains mainly fall into two categories: permissionless
and permissioned. Generally, permissionless blockchains are
openly operating distributed ledgers in which any user around
the globe can freely join the network as a validator, the nodes
that operate a blockchain network, or as a user, those that
make use of the system’s services. They use Sybil-resistance
mechanisms to ensure no single participant can accrue too
much power on the blockchain. Examples of such mecha-
nisms include proof-of-work (PoW) [6], where miners cre-
ate blocks by solving a randomized, cryptographic puzzle,
demonstrating the computing power they have dedicated to
the task; proof-of-stake (PoS) [21], where stakers lock up
funds in order to obtain the ability to produce and validate
blocks at a rate proportional to the size of their stake and risk
losing their staked funds in response to bad behaviour, such
as validating two incompatible blocks; and Proof-of-Elapsed-
Time [28] which uses specially designed hardware to en-
sure validators wait a sufficient period before producing new
blocks. These Sybil-resistance mechanisms are paired with
consensus algorithms which allow the participants to come to
agreement on the state of the blockchain. Applications built
upon permissionless blockchains can operate at a large scale
but often suffer from low throughput and high latency [29].
Nevertheless, modern technology advances in permissionless
blockchains have managed to achieve significant performance
gains.

On the other hand, permissioned blockchains can attain
high throughput and low latency by only allowing specific
authenticated nodes to act as validators. These chains can
either be set up by a centralized entity that holds the power
to invite new validators to the network, or a collection of
entities who all work together to maintain the network and
determine who can act as a validator. For example, the Diem
network [18] was run by a collection of corporations; the
group was led by Facebook (now Meta) and its members
included blockchain companies, e-commerce companies, and
payment processors, among others [30]. The primary con-
cern of permissioned blockchains is to design efficient and
effective Byzantine fault-tolerant (BFT) algorithms to toler-
ate arbitrary failures [31]–[33]. PBFT [34] and its variants
(e.g., BFT-SMaRt [35]), which achieve consensus using O(n2)
messages, have been widely used in platforms such as Hyper-
ledger Fabric [36] and R3 Corda [37]. In addition, SBFT [38],

HotStuff [39], and Prosecutor [40] optimize the message
passing pattern and leverage threshold signatures, achieving
consensus using only O(n) messages, allowing permissioned
blockchains to scale and enable large data transfers, such as
those that may be required by some V2X applications.

Blockchains are the most common distributed ledger tech-
nology (DLT). DLT refers to all decentralized systems that
allow users to read from and write to a shared ledger. Many
non-blockchain DLTs are based on a directed acyclic graph
(DAG) architecture. While in blockchains each block points
to one previous block (its parent), and each block only has
one child, in a DAG-based system blocks may have multiple
parents and multiple children, forming a DAG [41]. Despite
the fact that not all DLTs are technically blockchains, the term
blockchain is often used to refer to all kinds of DLTs. In this
paper we will follow this custom.

Though blockchains are generally considered to be very
secure systems, they may be susceptible to various kinds of
attacks and must be carefully designed in order to prevent
them. One potential attack is the 51% attack, in which an
attacker attempts to control the network by taking control of
a sufficient number of validators [17]. In permissioned net-
works, this attack is generally prevented by carefully selecting
and protecting validators, ensuring both that the validators
are trusted to not participate in such an attack, and that the
machines holding their private keys are not vulnerable to at-
tack. In permissionless networks, this attack is prevented by
making it very expensive to carry out, either through the cost
of computation needed for PoW, or through the cost of the
stake required in PoS networks.

Another important attack against blockchains is a Sybil
attack, in which one user takes on multiple identities [23].
This attack is made possible by blockchain’s extensive use
of pseudonymous identities. In permissioned networks, Sybil
attacks are prevented using ID mechanisms. In permissionless
networks, Sybil attacks are prevented using Sybil-resistance
mechanisms, which either make the creation of identities ex-
pensive or prevent users from realizing any material advan-
tages from the use of multiple identities.

C. BLOCKCHAIN-ENABLED V2X
There has been a lot of interest in applying blockchain tech-
nologies to the automotive sector [42]–[44]. When applied to
V2X communication systems, blockchain networks would sit
between the networking and application layers [42], as shown
in Fig. 2. Here, blockchains can build upon advanced net-
working technologies such as 5 G, 6 G, Wi-Fi, P2P networks,
and vehicular ad-hoc networks (VANETS), while providing
services to the applications above. As using a blockchain
network will introduce some delay, many applications would
only rely on blockchains for certain features, such as data
timestamping.

There will be many heterogeneous participants in a V2X
blockchain network. Vehicles will of course utilize the
blockchain for the applications they require. Additionally,
infrastructure such as traffic lights, roadside units (RSUs),
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FIGURE 2. Layered view showing how blockchains fit into the networking
stack.

and others play both an active and supporting role in the
network. For example, parking meters, which may use a V2X
blockchain to accept payments, would be active users in the
blockchain. Meanwhile, RSUs (also known as fog nodes) can
play a supporting role by providing extra services to passing
vehicles, such as packet forwarding, data caching, and more.
Other possible participants in the network include cloud ser-
vice providers who could offer various services, such as data
storage and cloud computing.

An important aspect of V2X communication is proper han-
dling of data from the various sensors on the vehicle. In this
scenario, data integrity must be maintained and sensitive data
must be protected. Therefore, the application of a blockchain
to V2X systems is tightly linked to its application within
IoT systems as they share many common concerns. For ex-
ample, both V2X systems and IoT systems may experience
inconsistent internet connections, and location and geography
may play a larger role in these systems than most blockchain
applications. Nevertheless, there are certain differences that
must be considered when developing V2X blockchains. First,
though the energy and computational power available is
limited, modern vehicles still have significantly stronger ca-
pabilities than most IoT devices which often rely on small
capacity batteries and/or inconsistent power sources. Second,

the transportation industry is more heavily regulated than IoT
in general, which could alter the pathway to adoption.

Adoption of blockchain-enabled V2X applications faces
several obstacles. A major challenge is privacy. Vehicle data
can reveal very personal information, such as one’s location.
Care must be taken to ensure such data is not inadvertently
revealed on a public ledger [44]. Another important issue
faced is performance. Current networks are not able to fully
support even a subset of the proposed blockchain-enabled
V2X applications, and much more innovation is needed to cre-
ate optimized architectures for the V2X space [7]. Additional
issues are discussed in Section V.

D. PRIOR WORK
Huang et al. [45] describe many of the security and privacy
challenges faced by V2X systems. A significant portion of
these attacks can be addressed by blockchains, including bo-
gus messages, message modification, and Sybil attacks. Be-
cause of this, multiple works have identified blockchain as
a key component of the 6 G networks that will enable the
V2X ecosystem [46], [47]. Other surveys have investigated
possible applications of blockchain in IoT and transporta-
tion industries. Yuan and Wang [42] lay the groundwork for
applying blockchain to transportation and demonstrate how
blockchains can fit into the existing internet protocol stack in
order to provide their services to applications. Fraga-Lamas
and Fernández-Caramés [43] review how blockchains can be
used to add resilience to the entire automotive industry and
discuss how the industry’s wide array of stakeholders, some
of which can be seen in Fig. 1, make the use of decentralized
solutions especially important. Stoyanova et al. [48] survey
forensics issues in IoT systems, including transportation sys-
tems, and how blockchain technology can be used to address
these challenges. Mollah et al. [44] analyze many proposed
blockchain-based applications for the internet of vehicles
(IoV) and identify many challenges facing such applications.

III. V2X BLOCKCHAIN USE CASES
Prior research has demonstrated a wide array of applications
that can be enabled or improved using blockchain technol-
ogy. These applications differ in terms of what features of
blockchain technology they utilize, and to what extent they
rely on those features. A categorization of applications based
on these and other factors can be found in [7]. In the remainder
of this section, we describe the important services blockchains
can provide to V2X applications, and we analyze how a vari-
ety of previously proposed applications of blockchain utilize
these services.

A. V2X BLOCKCHAIN SERVICES
We have found that proposed V2X blockchain applications
rely on blockchains for three key services: payments and
incentives, reputation and identity, and data authentica-
tion and timestamping. Notably, many applications claim to
use blockchains to increase user privacy. While it is the
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FIGURE 3. The three key services provided by blockchain to V2X applications.

case that many blockchain-based designs provide strong pri-
vacy guarantees using technologies such as zero-knowledge
proofs [49], [50], blockchain’s public and distributed nature
make it an inherently less private platform than many other
designs. As such, privacy in these applications is achievable
in spite of the use of blockchain technology, not because of
it. This is demonstrated by the fact that the privacy preserving
techniques used in these designs, such as pseudonymous iden-
tities, data encryption, and zero-knowledge proofs, can just as
easily be applied to centralized applications that do not use
blockchain.

Here, we describe the most important services that
blockchains provide for V2X applications, which can be seen
in Fig. 3.

1) PAYMENTS AND INCENTIVES
Payment services are important to V2X systems because many
applications, such as paid parking [51] and EV charging [52],
require them. The first blockchain, Bitcoin [6] is an elec-
tronic cash system, and most modern blockchains continue
to offer these services. Blockchain-based payment services
offer several advantages over existing payment systems that
are important for V2X applications. First, many applications,
such as data marketplaces, require microtransactions which
send very small amounts, as little as a fraction of a cent,
between users. Current payment systems, such as Visa, Swift,
and PayPal, are not only too expensive to support such trans-
actions [53], but by-construction they were never designed to
handle micro-payments. On the other hand, blockchain sys-
tems are able to provide these services [54]. Although Bitcoin
transactions are expensive, other technologies exist that allow
for much cheaper payments. For example, Layer-2 solutions
execute transactions off-chain and periodically settle balances
on some major blockchain, such as Ethereum, in order to
finalize these transactions in batches [55]. Many categories
of Layer-2 exist, including payment channels and rollups.
For example, the Lightning Network is a system built on
the Bitcoin blockchain that uses payment channels to enable
low-cost transactions [56].

Layer-2 solutions generally present trade-offs between
speed, efficiency, and security. By selecting from the avail-
able options, users can tailor their choice to their own spe-
cific needs and preferences. Additionally, new blockchain net-
works such as Solana [57] and Avalanche [58] have vastly
more capacity than Bitcoin or Ethereum, allowing for cheaper
transactions even without Layer-2 solutions. A second ad-
vantage of blockchains over legacy payment systems is that
blockchains allow users to develop complex payment mecha-
nisms that suit their purposes using smart contracts. For exam-
ple, EV charging networks are able to easily support dynamic
pricing, which allows users to act as both a buyer and seller of
energy [52].

2) REPUTATION AND AUTHENTICATION
Reputation is a measure of how others perceive an entity’s
behaviour and is widely used both online and in real life to
weed out bad actors and to inform others whether or not they
should trust a particular identity. V2X systems require strong
reputation mechanisms in order to protect against false or
misleading data being shared among vehicles, among other
uses. Many systems to track reputation on blockchain have
been proposed [59]. These systems generally use reviews by
users of their interactions in order to establish a reputation
associated with a particular identity. Reputation can either be
global, meaning all users calculate the same reputation score
for a particular identity, or personalized, meaning that users
may have different perceptions of the reputation of an identity,
generally based on its past interactions with them or others
in their social network [59]. As identities may be used to
track users’ activities, privacy is an important aspect of any
reputation system [60]. Additionally, when user reviews are
used to determine an identity’s reputation, Sybils and other
related attacks must be protected against [61]. This is often
done using a permissioned system with semi-trusted authori-
ties [62]. A key service related to reputation is authentication.
Systems controlling sensitive data, such as the location data
produced by vehicles, must be careful to give users access
only to what they are authorized for while also managing
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user privacy. Using blockchain-based identity and reputation,
strong authentication systems can be developed [63].

3) DATA AUTHENTICATION AND TIMESTAMPING
Maintaining accurate records is very important to V2X sys-
tems. For example, in the event of an accident, vehicle data
must be stored to assist with investigations [64]. Blockchains
provide an immutable record of their own histories. This
means that blockchains can be used to store an immutable
record of any data. Additionally, because blockchain networks
are able to remember the approximate time that a block was
created, placing data onto a blockchain provides a timestamp
for the data. These services have the potential to significantly
improve the reliability and accuracy of vehicular digital foren-
sics.

Storing all of the vast quantities of data produced by V2X
systems on a blockchain is not possible, as all on-chain data
must be stored by all nodes validating the blockchain. Instead,
many applications can be supported by changing the type of
storage required. For example, video feeds produced by a
vehicle’s camera(s) should not be stored on chain due to both
the size of the data and privacy concerns, but a record of such
data may be desired to ensure its authenticity in case of an
accident investigation. In such cases, a hash of the particular
data can be stored on-chain rather than the data itself [65].
This allows data to be authenticated and timestamped, but
does not ensure that the data ever was or ever will be available;
this may be acceptable for some applications. Such as system
can also be used in combination with centralized cloud stor-
age services in order to provide additional auditability [66].
In other cases, it may be required that the data was made
available at some point in time, but does not need to be stored
going forward. For example, insurance contracts may require
drivers to regularly provide information about their driving
habits to their insurance company. This can be achieved us-
ing data availability proofs. By augmenting blocks of data
with Reed-Solomon erasure codes, nodes participating in the
network can be confident that all data in a block has been
made available to the network while only downloading a small
subset of that data [67]. This solution ensures that the data
in question was made available at some point in time, but
does not ensure the data will continue to be made available. In
some cases, this may not be enough and secure, decentralized,
long-term storage of data is required. For example, this may
be the case for data being used by accident investigations.
Filecoin, built on top of the Interplanetary File System (IPFS),
allows users to rent their available storage space to others
in a decentralized fashion [68]. This allows users to store
data in a reliable way using blockchain, much like can be
done on Bitcoin. However, in this case only a fraction of the
validators on the network will store the data, providing less
guarantees of storage compared to Ethereum, for instance, or
other established blockchain networks, albeit at a much lower
cost.

FIGURE 4. A demonstration of how blockchains could be used to store
accident data.

B. V2X BLOCKCHAIN APPLICATIONS
In this section, we describe some previously proposed
blockchain-based V2X applications and detail how they use
the blockchain services described so far. This list is not ex-
haustive, but it does cover many of the most commonly pro-
posed applications.

1) INSURANCE AND ACCIDENT INVESTIGATIONS
Insurance and accident investigations are important applica-
tions for blockchains in the V2X space as they can utilize
all of the blockchain services described above. First, through
payments and smart contracts, blockchains can be used to
purchase dynamic insurance plans [69]. This allows users
to purchase much more tailored plans, for example, only
purchasing insurance for the time they spend driving. This
has the potential to lower costs for many consumers while
also reducing risk for insurance companies as they can bet-
ter tune premiums to precise driving scenarios. Additionally,
blockchains can be used to store information for insurance
purposes. For example, records of a driver’s behaviour could
be stored on the blockchain and smart contracts could update
the driver’s premiums automatically based on these data [70].
In the event of an accident, surrounding vehicles that witness
the event could automatically upload any pertinent data they
captured so as to prevent forgery or missing data [64], [65],
as shown in Fig. 4. The immutability guarantees offered by
blockchains can greatly assist with vehicular digital forensics.
Vehicles could also use blockchain consensus mechanisms to
come to agreement on what occurred in an accident, with
blockchain-based reputation and identity being used as a tool
to help determine the trustworthiness of all parties [71].

2) DATA MARKETPLACES
Data are produced constantly by individuals, including while
driving. Data from vehicles could be used for many purposes,
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such as building highly accurate maps [72]. In spite of this,
rather than realizing the value of data, users face barriers when
trying to sell their data including high transaction fees and a
limited set of buyers; blockchain technology can help solve
these problems [54]. Blockchain-based payments can be used
to pay for data [73]. Because individual sensor readings are
generally worth very little, specialized techniques must be
used to reduce transaction fees [54]. Additionally, smart con-
tracts can be used to take advantage of more complex pricing
models [74]. Reputation techniques can also be applied to this
problem to ensure the quality of data [75] or to provide small
loans to buyers and further reduce transaction fees [54]. Due
to the cost of transferring data via blockchain relative to the
value of most IoT data, it is not advisable to use blockchains
to transfer or store these data.

Blockchains could also be used to more efficiently dis-
tribute important data such as maps and firmware updates.
Baza et al. [76] describe a system where vehicles share large
data files with nearby peers rather than having to download
them from a centralized server. This reduces network conges-
tion while improving download speeds for end users and re-
ducing server costs for those providing the files. Blockchain-
based payments could be used to incentivize users to share
files and reputation and authentication systems could be used
to verify data sources and ensure only authorized users are
given access to the files.

3) EMISSIONS TRACKING
An important challenge for the transportation industry is how
to reduce carbon emissions. One suggested mechanism for
emissions reduction is a cap-and-trade scheme whereby indi-
viduals and companies are given a certain allotment of carbon
credits, entitling them to a certain amount of emissions [77].
Individuals who use more than their allotment must then pur-
chase credits from others who do not use their entire allot-
ment. All of this can be tracked on a blockchain for efficiency,
resilience, and ease of use [77], [78].

Such an application could use all of the blockchain services
described above. Strong identity and reputation services could
be used to determine the entities that are to be granted carbon
credits, payment services and exchange smart contracts could
be used to buy and sell credits, and records of actual emissions
could be recorded on chain to track emissions and ensure that
all users have the credits required to pay for their emissions.

4) TOLLS, PARKING, AND RIDE SHARING
Evidently, blockchain-based payments can be used to pay
for tolls, parking, and ride sharing [79], [80]. Blockchains
offer several advantages over traditional mechanisms. First,
the open nature of blockchains allows for multiple parties
to use a single shared interface to charge and pay for these
services. This allows individuals to sell parking or rides that
they have available, increasing the availability and utilization
of cars and parking. It also allows even small municipalities
to set up toll systems which may not otherwise be worthwhile

to operate. Despite these disparate sources of charges, end
users can pay for all these services through a shared inter-
face, increasing ease-of-use. Additionally, through smart con-
tracts, blockchains can enable more dynamic pricing models
for these services, including auction mechanisms, optimizing
both the price and utilization of resources [51].

5) EV CHARGING
Another proposed application for blockchain in the V2X
realm involves vehicle-to-grid (V2G) communications [81].
Proposed systems allow electric vehicles (EVs) to connect
with electric grids in order to purchase electricity and even sell
power back to the grid or to other vehicles to ensure a stable
energy supply [10], [52], [82]–[84]. V2G systems bring many
advantages. First, they contribute to the creation of a more
robust power grid by distributing power sources. Second,
through incentive compatible pricing models, it is possible to
induce supply to meet demand, ensuring stability [10], [82]–
[85]. By using blockchains to enable such systems, it can be
made easy for any user to make and accept payments, allowing
for a wider field of participants, and using microtransactions
and smart contracts, more dynamic pricing models can be
enabled using low cost blockchains [10], [52], [81], [83],
[85]. When using blockchains to enable such services, one
must be careful to protect users’ personal information, such
as their location. Designs have been proposed to address these
concerns [86], [87].

C. USE CASE ANALYSIS
For any proposed blockchain-based application, an important
initial question to ask is: why blockchain? In many cases
a simple database can support all the same services as a
blockchain at lower cost with more scalability [88]. Even
many of blockchain technology’s touted benefits, such as
transparency and privacy can also be achieved by centralized
solutions, though they are often not prioritized by such so-
lutions. Therefore, the question of why blockchain must be
asked of blockchain-based V2X applications as well.

We envision four major reasons supporting the use of
blockchain in these and other V2X applications. First, the
automotive sector has a diverse array of stakeholders [43].
As a decentralized database, blockchains are not controlled
by any one entity. Therefore, they can be useful in areas with
diverse stakeholders with potentially diverging interests, as is
the case in the automotive sector. This feature becomes es-
pecially important in scenarios where participants may not be
incentivized to act honestly, such as in accident investigations.

Second, blockchains natively support payments and can be
used to efficiently pay for things such as tolls, electricity,
and data. Though some existing blockchains suffer from high
transaction fees, limiting their use for payments, others have
improved in this area, resulting in blockchain-based payments
that compete in cost with existing payment platforms [57].
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Third, blockchains are inherently open systems which al-
low both large and small scale applications to take full ad-
vantage of their features, such as payments and reputation,
while operating on a level playing field where all participants
have equal access to data. This will allow, for example, anyone
to rent their driveway in the same way companies might rent
spots in a parking lot. This is an advantage over other systems
run by private platform vendors, as such entities may be able
to leverage their market position to extract unfair rents from
their users or push out competitors. Although the field of V2X
is too nascent to already have platforms with such control,
lessons must be learned from other fields, such as retail, where
Amazon has been accused of using its seller’s data to gain an
unfair advantage in their marketplace [93], and in mobile op-
erating systems, where Apple and Google have been accused
of using their dominant positions to charge unreasonable fees
to developers [94]. Notably, Apple and Google both produce
software for in-car infotainment systems.

Fourth, many applications require accurate timestamping of
information. This is especially important in cases where users
may wish to edit information after the fact, such as in acci-
dent investigations. Using blockchain, accurate, unforgeable
timestamps can be created by anyone.

Despite the above advantages, using blockchain technol-
ogy for these applications is not a panacea and does not
come without cost. For instance, blockchains will generally
be slower and have less throughput than other distributed
database designs. This limits their applicability as some ap-
plications may require real-time responses or significant stor-
age resources. Some blockchain designs can improve in these
respects, though they often trade off on decentralization, po-
tentially reducing some of the benefits of using blockchain.
Additionally, due to its public nature, extra care must be taken
and advanced cryptography techniques may be required to
ensure privacy is maintained in blockchain-based systems.
Finally, many applications require data collected by off-chain
entities, such as emissions sensors. Ensuring that this data is
accurate is a difficult problem which specialized applications
called oracles attempt to solve, though imperfectly. This issue
is discussed further in Section V.

IV. V2X BLOCKCHAIN ARCHITECTURES
An important question for any V2X application that requires
blockchain services is: which blockchain network should the
application be built on? Meijers et al. [7] analyzed several
V2X blockchain applications in order to determine their un-
derlying requirements in terms of throughput, data storage,
and other factors. They show that none of the most popular
networks currently have the capability to support all of these
applications, even when limiting the scope to the province of
Ontario, Canada. This is due to the massive volume of trans-
actions and data that vehicles and infrastructure are capable
of producing. Below, we summarize some efforts that have
been made to increase blockchain capacity, both in generic
blockchain networks and those tailored for IoT and transporta-
tion ecosystems.

A. GENERIC BLOCKCHAIN NETWORKS
Here, we describe several blockchain networks that could be
used in the V2X ecosystem. A summary of the networks
described here is given in Table 2. Note that the throughput is
divided into two categories, low and high. Comparing precise
throughput claims of different networks is difficult given that
any claim is highly dependent on the network settings, the
nodes running the network, the minimum transaction size,
and other factors. Networks listed as having low throughput
achieve less than 10 transactions per second (tps). Networks
listed as having high throughput are capable of achieving in
excess of 1000 tps under certain conditions. Additionally, it
should be noted that networks that do not natively support
smart contracts, such as Celestia, can still be used as a con-
sensus mechanism for smart contract platforms [95].

1) BITCOIN AND ETHEREUM
Bitcoin [6] and Ethereum [25], both described in Section II-B,
are early and extremely popular blockchains. However, due to
Bitcoin’s limited programmability (i.e., no Turing-complete
smart contract functionality due to a lack of loops in its
scripting language) and both Bitcoin and Ethereum’s low
throughput, high fees, and long confirmation time, they are
not good choices to support V2X blockchain applications.
The Ethereum network is in the process of being upgraded
to Ethereum 2.0 which will move the network from a PoW
based consensus scheme to one based on PoS [96]. The goal of
this process is to eliminate these shortcomings by introducing
orders of magnitude more transaction throughput, but it is yet
to be seen whether or not this upgrade will be a success. If so,
it may be able to support V2X applications in the future.

2) POS NETWORKS
Many other networks, such as Algorand [21] and Solana [57],
already use PoS consensus to improve efficiency and through-
put. These networks are theoretically able to achieve thou-
sands of tps with very low latency [21]. Further scaling can be
achieved using sidechains, sharding, and rollups, though such
strategies generally come at the expense of latency. A major
drawback of such networks is the centralization of control.
Individuals with large stake can exert significant control over
the network, raising questions about security and stability. As
such, it is important to ensure that all actors in PoS networks
are properly incentivized [97].

Avalanche [58] is a network that uses a different consensus
algorithm, the Avalanche consensus protocol [90]. Though it
uses PoS as a Sybil prevention mechanism, this algorithm op-
erates much differently from many other PoS networks. A ma-
jor advantage of the Avalanche consensus protocol is that any
node can participate, even one with little computing power.
This allows the validator set of the network to grow very
large and prevents the centralization of the network around
a few actors while still allowing the network to scale to many
thousands of tps. This means that individual vehicles could
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TABLE 2. Summary of Generic Blockchains

act as validators in the network without negatively affecting
throughput.

Although such networks may provide enough performance
to support certain V2X applications, it can be argued that a
permissioned system is more suitable than PoS for the V2X
system, even though a more open, decentralized system may
be preferred for other applications. This is due to the large
number of established, semi-trusted stakeholders in the V2X
ecosystem, such as governments and automakers.

3) PERMISSIONED NETWORKS
Hyperledger Fabric [36] is an open-source blockchain im-
plementation that allows groups to stage permissioned
blockchain networks for their own use. Networks based on
this implementation are able to achieve high throughput and
low latency using a limited, permissioned validator set. Lim-
iting the set of validators in this way eliminates the issue of
Sybil attacks, which allows for more efficient Byzantine fault-
tolerant algorithms to be used. Hyperledger’s consensus algo-
rithm is not able to accommodate a large number of validators
due to communication overhead [98], though designs have
been proposed to increase Hyperledger’s performance [99].
New consensus algorithms, such as HotStuff [39], run more
efficiently, allowing larger validator sets. A variant of HotStuff
was used by the Diem network. Although the future of that
network is unclear, other networks are utilizing its technology
stack, including Open Libra (0 L) [91]. Despite the fact that
the V2X ecosystem has semi-trusted stakeholders who may
be willing and able to operate a blockchain network, it may
be desirable to have vehicles themselves operate the network
rather than cloud-based nodes in order to reduce communi-
cation latency. Unfortunately, even the HotStuff consensus
algorithm is not able to scale to accommodate so many valida-
tors without a decrease in performance due to communication
overhead.

4) MODULAR BLOCKCHAINS
Celestia [95] (previously LazyLedger), which is currently un-
der development, promises to be a modular blockchain net-
work. Celestia is modular in that it only provides ordering and
data availability to its applications. It does not rely on the net-
work to execute transactions for every application, unlike with

most other systems. This allows individual applications to
customize the execution layer in order to suit their own needs.
To provide these services efficiently, Celestia nodes randomly
sample specially designed blocks to determine (with a chosen
level of probability) that the data in the block has been made
available to the network. Since they do not have to execute the
transactions in the block, nodes do not even have to download
the data from the entire block. Instead, nodes can simply
download the transactions for applications they are interested
in and track the state of only those applications. This reduces
the work that needs to be done by individual nodes at the
expense of ease-of-use for the application developer. This
design could assist with solving the capacity problem of many
current chains, as vehicles could record data on the blockchain
without burdening all other vehicles on the network. However,
additional effort would be needed for vehicles to support other
services, such as payments, which could hinder development
and limit interoperability.

5) DAG-BASED BLOCKCHAINS
DAG-based systems, such as IOTA [92], [100] and Con-
flux [41], have been proposed as a way of improving through-
put. Unlike most blockchains, where each block contains the
hash of its immediate predecessor (parent), in DAG-based
blockchains each block contains the hashes of multiple prede-
cessors. In IOTA, each block declares two parents. In Conflux,
each block declares one parent and zero or more blocks that
were created before the current block (uncles). This architec-
ture allows blocks to be produced and processed in parallel,
increasing scalability. A diagram of a DAG-based blockchain
with Conflux-style uncles can be seen in Fig. 5. Note that
because blocks are produced in parallel, the precise order in
which blocks are produced may be unknown, and multiple
orderings may be possible. Therefore, any solution that uses a
DAG-based blockchain must either use a deterministic algo-
rithm that finds the final ordering of blocks, as Conflux does,
or disallow conflicting transactions, as is done by IOTA.

Conflux scales to at least 6000 tps, past which point it
is limited by the compute capacity of its nodes [41]. IOTA
claims to have infinite scalability, but these claims have not
been proven [100]. Additionally, IOTA currently relies on
a centralized coordinator node to operate, though plans are
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FIGURE 5. A diagram of a blockchain with its block ordering (above) and a
DAG-based blockchain showing two possible block orderings (below) .

underway to remove that requirement. Such a system may be
well suited to V2X systems because the fact that blocks can be
created in parallel allows for different geographic regions to
operate semi-independently of each other, potentially decreas-
ing latency. Although such independence raises the risk of
conflicting transactions which must be reverted in systems like
payments, some V2X applications, such as data recording, do
not have any chance of producing conflicting transactions.

B. NETWORKS TARGETING IOT AND TRANSPORTATION
Many blockchains and consensus designs have been proposed
to better serve IoT and transportation industries. In order to
reduce power consumption, most do away with PoW consen-
sus in favor of a permissioned system or a custom consensus
algorithm. Creators of such networks have pursued several
different strategies to increase throughput, as described below.

One common approach is to use a DAG architecture [101]–
[103]. Such designs can significantly increase throughput, but
may require other strategies to deal with the large volume of
transactions that can be created [101], [102].

One strategy to deal with these transactions is to reduce the
amount of data that nodes need to store. This is especially
important for V2X systems, in which vehicles can produce
large amounts of data that must be stored for some period in
case it is needed (for example, in case the car later gets into an
accident), but which can be deleted after some amount of time.
Dorri et al. [104] propose a memory-optimized blockchain in
which transaction senders pay network participants to store
a transaction’s data for a certain period of time. Once that
period is up, the transaction may no longer be available
to the network, though the sender can still store it if they
wish. This prevents nodes from having to store large transac-
tion and state histories, reducing their storage requirements.
Yang et al. [102] introduce another design in which nodes
only store data that are relevant to them, which, in the context

of transportation, is likely to be recent data that occurs near
their geographic location.

Finally, another scaling strategy many proposed V2X
blockchain networks have used is to break the blockchain
into different pieces serving either different application types
or geographic regions. Biswas et al. [105] propose a system
where devices form smaller networks with trusted peers, such
as devices from the same manufacturer. Transactions from
these networks are later settled on a global blockchain. Sim-
ilarly, Dorri et al. [106] propose dividing nodes into clus-
ters which rely on cluster heads, who are selected based on
a decentralized algorithm, to relay their transactions to the
wider network. These cluster heads are similar to validators on
other networks, as they produce and validate blocks, although,
unlike validators in other networks, cluster heads are assigned
specific users they must provide services to, such as relay-
ing of transactions and messages. Speed and efficiency are
increased by limiting the validator set and using a time-based
consensus algorithm that is more energy-efficient than PoW.

Many V2X blockchain applications, such as parking, ride
sharing, and data marketplaces, are impacted by geography.
For example, a car is more likely to be interested in traffic
information from a nearby vehicle than one that is far away.
Therefore, V2X blockchain designs should account for this,
ideally exploiting this aspect of some applications in order to
maximize performance. Shrestha and Nam [107] argue that
V2X blockchains are local in nature because most of the
information transferred via these chains, such as traffic data,
is only relevant in specific locations. Additionally, they show
that even these smaller chains can be well-secured. Karls-
son et al. [101] propose Vegvisir, a blockchain based on a
DAG which allows users in different locations to add blocks
to the chain separately, without incurring the delay required
to maintain identical chains globally. However, this design
only supports applications where transactions cannot conflict,
meaning it does not support payments, among other services.

C. ARCHITECTURE ANALYSIS
A holistic design for a V2X blockchain architecture must
make certain decisions about how to solve certain problems.
In some cases, the correct choice is reasonably clear, in others,
many possible solutions exist. Some of these decisions are
described below.

1) PERMISSIONS
An important question for any blockchain network is that of
its participants. In permissionless systems, the default answer
is anybody. This is chosen to ensure maximum participation
in and access to the system. This design opens the door to
attackers, requiring robust consensus algorithms that may in
some cases perform worse than those that could be used in
a system where more trust can be placed in individual users.
Unlike with the internet at large, in transportation systems a li-
cense is required to drive and cars must be registered. As such,
using a permissioned system is consistent with these rules and
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requirements and does not place too significant a burden on
its users. This also allows the use of consensus designs that
might not be safe to use in a permissionless environment.

In permissioned systems it must be determined who is al-
lowed to act as a validator on the network. Should all vehicles
be considered equals and able to contribute to the running of
the network, or should some users (either vehicles, RSUs, or
other participants) be able to participate in the validation of the
chain while others are relegated to user status? The decision
here is highly dependant on the choice of consensus algo-
rithm, as some algorithms [90] support many more validators
than others [36].

2) CONSENSUS, LATENCY, AND THROUGHPUT
Another important question is how to choose the correct con-
sensus algorithm in order to ensure the network meets its
latency and throughput requirements. Although Bitcoin and
Ethereum provide high security, their low throughput is ev-
idence that a basic PoW consensus algorithm is insufficient
for V2X applications. Other designs, both based on PoS al-
gorithms [21], [41] or higher throughput versions of PoW
consensus (e.g., Layer-2 solutions), come closer to being able
to support V2X applications. Many blockchain networks im-
plement consensus algorithms that are able to achieve low
latency and thousands of tps in throughput. However, these
networks generally require participating nodes to have signifi-
cant processing, storage, and networking capabilities, limiting
who can participate in the network operation. This may be
undesirable, especially if vehicles and RSUs, which may have
unstable network connections at some times, are expected
to participate. Other algorithms such as those proposed by
IOTA and other DAG-based blockchains, as well as that of
Avalanche, allow users of all capabilities to participate. Fi-
nally, there is the possibility of a layered architecture [106],
which allows all users to participate, but gives certain users,
who likely have more capabilities, increased responsibility to
operate the network.

3) CAPABILITIES
What capabilities a V2X blockchain must have is another
important question. As described in Section III-A, V2X
blockchains must support three main services: payments and
incentives, reputation and authentication, and data authen-
tication and timestamping. The first service requires that a
blockchain’s consensus accounts for conflicting transactions
(such as two transactions transferring the same token). The
second requires that the blockchain supports some level of
smart contract capabilities in order to allow for a robust rep-
utation and authentication system. Finally, the third requires
that the blockchain have some support for recording, verify-
ing, and timestamping data. Notably, while these capabilities
are all required in order to support the widest range of ap-
plications, it may be possible to divide them amongst multiple
chains. For example, Vegvisir [101] can support large amounts
of data authentication and timestamping, but it cannot support

payments. By combining this design with another chain that
does support payments the advantages of both designs could
be realized. Conversely, using multiple blockchain architec-
tures increases complexity, makes application development
more difficult, and increases the chances of fragmentation
caused by different vehicles supporting different services. Ce-
lestia [95] offers the interesting opportunity to run multiple
virtual machines on top of one consensus system, which could
theoretically allow the use of multiple architectures with less
significant concerns around complexity and fragmentation,
however, this design has yet to be proven.

4) SCALABILITY
A major issue with any potential V2X-serving blockchain is
its scalability. Given the number of vehicles on the road and
the number of interactions future connected vehicles can be
expected to have with each other, the number of potential
blockchain transactions far exceeds the capacity of any ex-
isting blockchain [7]. Additionally, storing the data of those
transactions for any significant period will exceed the capa-
bilities of any participant outside of a large data center. As
such, novel tools are needed to increase the scalability of the
blockchain. For example, data storage could be distributed and
pruned [104], or the entire blockchain could be divided up
based on regions, reducing the amount of information any one
node must account for [107]. It is in this area where generic
blockchains generally fall short. Though modern designs offer
significant scalability, supporting a global ledger of all V2X
transactions would require validators to have massive storage
and processing capabilities, disqualifying vehicles as signifi-
cant actors in the network and potentially increasing latency
as a consequence.

V. CHALLENGES & RESEARCH DIRECTIONS
There is clearly potential for blockchain technology to enable
new and exciting applications within the V2X ecosystem, nev-
ertheless, adoption of such technology still faces several chal-
lenges. Some are technical, and significant research has gone
into solving these complex problems. Even so, more work
remains to be done in order to tailor the technology to the V2X
ecosystem. As discussed above, no existing blockchain has all
the features and capabilities needed to support the entire V2X
ecosystem. Additionally, there are certain challenges that are
specific to V2X blockchains that also require more research.
Even though we focus on technical challenges, notably there
are also regulatory questions that must be addressed. These
involve items such as how blockchain technology could be
used for government operations, including toll collection and
accident investigation. While these issues are significant and
warrant more investigation, they are outside the scope of this
work.

Finally, it should be noted that the ability to support
blockchain networks in V2X systems is limited by the capa-
bility of the networking stack that underlies them. Significant
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research has gone into enabling intervehicle networking tech-
nologies using standards such as Wi-Fi and 5 G which may be
able to support blockchain networks, however, this aspect of
the technology stack is outside the scope of this work as such
communication protocols must support far more technologies
and applications than just blockchain.

A. GEOGRAPHICALLY AWARE ARCHITECTURE
Most existing blockchains are global and geographically ag-
nostic, but transportation systems are much more local in
nature [107]. Global blockchains generally increase commu-
nication costs and latency while reducing scalability. Some
proposals have suggested taking advantage of the regional
nature of transportation systems to increase performance
and scalability [102], [107]. Nevertheless, while localizing
blockchain systems does give some advantages, there are
certain applications, such as payments, that benefit from a
global blockchain. Additionally, while transportation systems
are local, vehicles are constantly moving between localities,
and so systems must be interoperable, with vehicles being
able to quickly switch from one system to another without
compromising the safety or security of any vehicles or the
applications running on the blockchain. Therefore, fast, reli-
able, and secure cross-chain solutions such as bridges, which
facilitate the transfer of assets between blockchain networks,
must be developed [108]. A system that pairs local consensus
with global consensus for certain transactions while allowing
vehicles to easily transfer between local networks could go a
long way towards providing the scalability that V2X systems
require.

B. DATA STORAGE
Efficiently storing and serving large amounts of data is a diffi-
cult problem for blockchains. Nevertheless, it is an important
service that V2X blockchains must offer. Solutions have been
proposed for more efficient blockchain-based storage systems.
For example, MOF-BC [104] allows users to pay validators
to store their transactions for long periods and Filecoin [68]
allows participants to rent out disk space. Despite this, more
research is required for designs specifically targeting V2X
systems. Such designs could take advantage of the large num-
ber of vehicles that may be willing to offer their storage for use
by the network, trusted hardware available on many vehicles
which can be used to confirm that a vehicle is storing the
data it claims, and the local nature of transportation systems
which may allow data to be stored near where it is most likely
needed, reducing access times and network usage.

C. OFFLINE SUPPORT
An important factor of any V2X blockchain system is the fact
that at times vehicles may not have access to the internet,
for example, when they are driving in geographically remote
areas. Some of the use cases described in Section III require
certain offline capabilities so that vehicles can continue to
communicate with surrounding peers even when an Internet
connection is unavailable. This is similar to the requirements

of central bank digital currencies, where users need be able to
transact even when they are not online [53]. This is in contrast
to current blockchains where all participating nodes must have
a consistent connection to the Internet to participate. An appli-
cation that requires a consistent Internet connection is limited,
either in terms of where it can operate, or in how much it can
be relied on by vehicles. Therefore, any blockchain for V2X
design needs to have some level of support for offline use in
order to enable the broadest possible range of applications.

One possible way to approach this problem is to allow ve-
hicles that have become disconnected from the wider Internet
to form a local networks with other peers so they can continue
transacting on the blockchain, albeit less securely due to the
decreased number of nodes [109]. Those “local offline side-
chains” could be later synced with the main network when
those vehicles come back online, similar to some Layer-2
solutions in existing networks [55]. Another possibility is
to allow trusted execution environments (such as Samsung’s
KNOX, ARM’s TrustZone, Intel’s SGX, etc.) to securely
process/store certain operations offline before later syncing
with the wider network [53]. Such a design could potentially
achieve good performance and security, but it would place a
lot of trust in these specialized parts and their manufacturers.
We believe it is likely that this problem will be resolved
through a number of different mechanisms. The exact nature,
design, and capabilities of these mechanisms certainly present
interesting areas for future investigation.

D. ORACLES
A major shortcoming of blockchain systems is the difficulty
of verifying off-chain information. Oracles are blockchain
applications that attempt to provide accurate information to
blockchains from the outside world. Many systems have been
proposed, including decentralized solutions where users vote
to determine accurate information [110] and solutions based
on trusted execution environments [111]. Such systems are
very important for many V2X blockchain applications as al-
most all applications rely on information collected by vehi-
cles. Voting and reputation-based systems may be sufficient
for some applications, but others, such as accident investiga-
tions, will likely require solutions with higher security guaran-
tees, such as those based on trusted computer hardware. Still,
as even trusted hardware may have bugs or vulnerabilities,
even more secure solutions, such ones relying on a variety of
possible methods, may be desirable. Oracles are an important
area of research within blockchains, and are especially vital
for V2X blockchain systems.

E. PRIVACY
Blockchains, though often touted for privacy advantages,
are inherently public platforms. Data on blockchains are
shared between all validators, and though identities are often
pseudonymous, techniques can be used to uncover private
information from public data [112]. This is especially true of
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review-based reputation systems, as a users’ historical interac-
tions could reveal their identities, past locations, contacts ac-
tivities, and more. As such, specialized designs are needed to
preserve privacy, and many have been proposed [113]. Many
of the designs that offer the strongest privacy protections are
based on zero-knowledge succinct non-interactive arguments
of knowledge (ZK-SNARK) [114], which are capable of near-
perfect privacy protection. However, to produce a transaction
containing a ZK-SNARK takes significant computing power,
limiting the potential scope of their application. Therefore,
other designs that either use ZK-SNARKs more efficiently
or that use other, more efficient cryptographic techniques are
needed. Additionally, there has recently been significant push-
back from governments regarding strong encryption and the
inability of governments to break such encryption even if they
obtain a warrant to access the encrypted information [115].
Because the transportation industry is heavily regulated by
governments, privacy schemes that allow the government to
access private information where warranted may be desired.

F. ROBUST BLOCKCHAIN ARCHITECTURES FOR V2X
Many researchers have recognized that the distinct problems
posed by V2X-based blockchain systems require distinct so-
lutions. Though previously proposed architectures targeting
V2X applications offer advantages over existing systems,
many of them fail to prove the security of the proposed de-
sign. Blockchain architectures can be made insecure in several
ways, including by not properly incentivizing the participants
to behave honestly, exposing the system to denial-of-service
attacks, or by introducing a single point of failure. Designing
blockchains that do not fall into these and other pitfalls is diffi-
cult, and as such, ground up designs, or designs which heavily
modify existing systems, must be carefully scrutinized, as all
blockchain applications wholly rely on the integrity of the
network below.

One way to resolve this issue is to utilize and build on net-
works that have been proven to be robust, through both direct
proofs and real-world usage. Given the high performance of
some modern blockchains, this may be sufficient for many
applications. Nonetheless, as discussed above, it is unlikely
that existing blockchains are able to support the demands of
the entire V2X ecosystem. Therefore, novel solutions should
be developed, but in order to be accepted and used, these
designs must be proven safe and secure. This can be done in
part by building on top of the successful designs of generic
blockchains, customizing them to perform optimally in the
V2X domain.

VI. CONCLUSION
This paper presents an overview of both blockchain applica-
tions in the V2X space and available blockchain platforms that
may be able to support them. Though significant work has
been done to develop advanced applications and platforms,
more research is warrantied to develop a truly viable V2X
blockchain that enables worthwhile applications. Specifically,
while blockchain platforms targeting V2X systems have been

proposed, they often do not take advantage of the advances
made by state-of-the-art blockchains. Meanwhile, while these
advanced blockchains offer significant performance and fea-
tures, they must be adapted in order to account for and take
advantage of the many distinct aspects of the V2X ecosystem,
such as the importance of location and the large number of
potential users.
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